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Revision History

Issue Date Comments
1.0 29-04-96 Draft specification

< intervening revision history has been archived
3.1 18-05-99 New section numbering

Miscellaneous clarifications and additional text
9600 baud is the preferred operating speed
3.2 03-02-00 Addition of error codes 27 & 28
Addition of ‘Money Controls’ to Table 7
New headers added - see below
Some headers have new data format for Serial @ontopper Mk2
Revised default addresses : Table 2 - ccTalkdat@hCategory Strings
Inter-byte delay < 10ms : See ‘Timing Requireraent
Application specific header range is 99 to 20@athan 99 to 7
4.0 13-06-00 Major document restructuring and texision
New headers to support bill validators
15-05-01 Update to Appendix 10 - Common Countrdé€3o
Stated conformance to ISO 3166-1

4.1 24-05-01 Modification to recommended ccTalleifdce circuit
‘Circuit 1 - ccTalk Standard Interface’
4.2 05-10-01 Addition of connector type 9 for skuiaiversal hopper
Serial Protocol - Voltage Levels. Allowable raagew defined.
4.3 16-04-02 Help text now included for error aadlf codes. See Tables 2 & 3.

ISO 3166 list now fully comprehensive. See Apperid.
Default data voltage is +5V. See Appendix 6.

02-01-03 Removal of Controller category ( = addr@$ from Table 1

05-08-03 Link added to cctalk.org web site
Change to contact FAX number
Route code 255 added to ccTalk header 154, ‘Railite
Clarification of when address is changed withalkTheader 251,
‘Address change’.
Addition of Appendix 11 - Coin Acceptor Messagigample
Update of Table 6 - ccTalk Standard Manufact@teings

30-09-03 NAK is now a recognised reply from ccTladader 142, ‘Finish bill table
upgrade’ to indicate the process failed.

30-10-03 Type 8 connector : note added about ilar

11-11-03 Added Appendix 12 : Italian Flavour Sfieation Change
Added latest product naming examples

19-03-03 Zener versus Schottky diode clarificatio@ircuits 1 to 4

29-03-04 Header 163, ‘Test hopper’. Added flaglaxation.
Appendix 10 : Common Country Codes : Additioneteption
Addition of header 135, ‘Set accept limit’

4.4 06-04-04 Added section on BACTA Token Selection

05-07-04 Added new bill event code, ‘Anti-stringchanism faulty’, to Table 7.
Text ‘( or reject or other event ) ' added to thexal62 description.
Circuit 4 - PC Interface. Alternative transistgigen.

04-08-04 New section : Discussion of Transitorysue Steady-state Events
Removed from Core Plus : Header 169, Requestadadnode
Removed from Core Plus : Header 3, Clear comatastvariables
Removed from Core Plus : Header 2, Request costaiiss variables
Calculate ROM checksum : CRC checksum can beilledéd with a
fixed seed if required
Request variable set - 2 variables defined ftbvhlidators
Addition of Appendix 14 - Large Packet Exchange
Minor text clarification to Header 2, Request cosnstatus variables
Scope plots added to show ccTalk voltage leveadstaning

11-01-05 Text changed to ‘( strictly speaking #arapted accept sequence )’ in
header 162 description.
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25-01-05

16-05-05
24-08-05

23-12-05

28-12-05

4.5 08-06-06
21-06-06
03-07-06

23-10-06

08-01-07

06-02-07

14-02-07

26-03-07

09-07-07

Table 1 : Added Reel equipment at addB@éss
Table 1 : Added RNG at address 120
Table 3 : Manufacturer-specific fault code carsbeet after ‘255’
Table 6 : Added Starpoint Electrics to ccTalk Seoup
Table 6 : Added Intergrated(sic) Technology ldatTalk User Group
Added 5 commands for an accumulator hopper, edd® to 134
Expanded status register in header 163, ‘Tegpdpto include
accumulator hopper functionality

Specification of rise & fall time added

New connector type 6 part numbers

Re-worked section on BACTA Token Selettio

Addition of error code 29 : Accept gapeo not closed
Addition of error code 30 : Accept gate closetl oypen
Addition of fault code 42 : Accept gate failedeop
Addition of fault code 43 : Accept gate failedstd

Header 173, ‘Request thermistor readiag’ new Celsius format
Addition of Header 129, ‘Read barcode data’
Addition of bill event code 20, ‘Barcode detected
Appendix 15 created — Bill Types and Bill Values

Creation of new section ‘ccTalk RFC’ mrf4 / Section 4 of standard.
Proposed changes to the ccTalk specificationbeilplaced here.
Addition of new fault codes 44 anda@3able 3.

Change 1SO 3166 country code for SerbMatatenegro from SX to CS
Global replacement of cctalk with ccT-allnarketing requirement
Debug address range added to Table 1 - ccTafidStd Category Strings
& Default Addresses

Format restriction on Header 148, ‘Read optoagst’, removed to
support a wider range of devices
Added Appendix 16 - Bill Acceptor Messaging Exadenp
Various references to the fact that ccTalk cagraie at very high baud
rates over USB

Interconnection distances changed from impeoiahétric
Retransmission policy : retransmission strongommended
Appendix 6 : inclusion of VCOM and very high baades
Added Section 5 — ccTalk over USB

Added Sao Tome and Principe country esd8T
Addition of RFC/003 ( Poll Watchdog Event and Bd&ate Switching )
New baud rates defined in Appendix 6 ‘NMa&nConvention’, for use
with ccTalk over USB ( see Part 4)
Addition of new fault codes 46, 47 and 48 to EaBl

Warning added concerning the use of toadcast Message with
encryption
Clarification on the timing of Address poll, hea®53
Clarification on the timing of Address clash, Hea252
Addition of new ‘Changer’ standard category gjrom address 55.
Creation of country code ‘BC’ to designate barstidkets & coupons.
Rename ‘ccTalk level' in Header 4, ‘Request comeavision’ as
‘Release’ number. No change to how it is usedidtigd section 15.2.
Added AlfaNet informatika d.o.o to ccTalker Group
Added Crane CashCode Company to ccTalk User Group
Added NAK as recognised response to header F88ish firmware
upgrade’

Added new changer class support headdr§1128
Added fault code 49 ‘Fault on opto sensor’

Un-obsoleted (i.e. reinstated ) fault codesPa&yout motor fault’
and 26 ‘Payout sensor fault’ for use on changers

New section ‘Use of Decimal Points in the Valued€' for note identifiers.
Addition of new fault codes 49 to 53 @ble 3.

Un-obsoleted fault code 27, ‘Level sensor error’
Added WH Munzprifer to ccTalk User Group
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13-08-07
4.6 12-11-07
07-01-08
22-04-08
07-05-08
07-11-08
13-11-08
14-11-08
12-01-09

26-02-09
09-03-09

06-05-09
20-05-09

18-06-09

16-07-09

23-09-09
23-10-09

15-12-09

10-03-10

14-06-10

18-06-10

23-07-10
28-07-10
25-08-10
21-09-10

22-09-10
4.7 14-01-11

19-01-11

21-03-11
09-08-11

Table 1 : Added Hopper Scale at address 130
Table 1 : Added Coin Feeder at address 140

Addition of error code 31 : Manifold opibmeout
Addition of error code 32 : Manifold opto blocked

Addition of RFC/004 ( Baud Rate Swiitgh)

‘Request product code’ — added recommendationssen

Addition of new fault code 54 to TabléRrmware error’
Update to ccTalk RFC section

Change to flags in Header 123, ‘Requdstity register’

Addition of RFC/005 ( Product Spoofing )

Addition of command headers 108 to 11MES encryption
Table 2, new coin acceptor error codartifold not ready’
Clarification of source code licensing festrictions’

New ccTalk standard category ‘Bootloader’

Addition of fault code 55 : ‘Initialisath error’ ( Table 3)

Various references to the new DES enionypt
Update to Appendix 1 — ccTalk Command Cross Refes
Update to Appendix 13 — Minimum Acceptable Impégrtations
Table 6 : Added Jofemar to ccTalk User Group
Table 2, new coin acceptor status cé8ecurity status changed’
Optional [ module identifier ] added &aldder 141, ‘Request firmware
upgrade capability’ and header 139, ‘Begin firmsvapgrade’

Added ‘Pictorial View of Coin Acceptorrir / Event Codes ( Table 2)
Added ‘Pictorial View of Bill Validator Event Cas ( Table 7))

New options for [ command level ] in ‘Riegt encryption support’
command
Added bill event code 21, ‘Unknown hytbé stacked’

Added ‘Encryption enabled’ flag to [ hepstatus register 3 ] in
header 163, ‘Test hopper’

Added section ‘Event Code at Power-uBeset’ to ‘Header 299 — Read
buffered credit or error codes’ in Part 2 of tfisumentation.

Header 146, Operate bi-directional motaltsrnative format added
Header 122, Request error status, support fappdrs. Added fault
code 104.

New sections added to Part 3 of the deotmtion to explain special
identifiers...

Unprogrammed Coins and Erased Coins
Teach Coins
Unprogrammed Bills and Erased Bills

Appendix 10 — Common Country Codes
RS created for Serbia
ME created for Montenegro
Added event code 35, ‘Motor exceptiomTable 2

Header 240, ‘Test solenoids’, alternafi@X mode included.

Added Telequip / Crane to ccTalk Userupro
Addition of fault code 56 : ‘Supply cunteoutside operating limits’
(Table 3)

Added a flash mode to header 151, “Teenpk’

Header 110, ‘Switch encryption keyinivhum key change interval is 8
hours rather than 4 hours to bring into line vather documentation.
Addition of new ‘Bill Recycler’ standard categosiring on address 150.
Addition of new ‘Escrow’ standard category strimgaddress 160.
New table 8 added for ccTalk Packet Lengths
Added ‘Security Vulnerabilities’ section to Pdrto discuss ongoing
issues.

Added command header 107, ‘Operate esammhvheader 106, ‘Request
escrow status’.

Added Industrias Lorenzo to ccTalk Usesup
Added event code 36, ‘Swallowed coinT#ble 2
Added Crane Payment Solutions to ccTalk User Brou

ccTalk Generic Specification- [0Crane Payment Solutions - Page 4 of 49 - ccTalkPa4.7.doc
While every effort has been made to ensure theracgwf this document no liability of any kind is
accepted or implied for any errors or omissions &éna contained herein.



Public Domain Document

07-09-11

15-11-11

23-11-11

13-02-12

21-02-12

08-03-12
09-03-12

05-04-12
20-07-12

05-11-12

18-06-13
16-08-13

Added event code 37, ‘Coin too fast (raxadidation sensor )’, to Table 2
Added event code 38, ‘Coin too slow ( over vdimasensor )’, to Table 2
Added command header 105, ‘Data stream’

Maximum recommended ccTalk packet data size aft®fes is no longer
appropriate and has been made 255. See the fN\Data Bytes’ section.
Added event code 39, ‘Coin incorrectlstesd, to Table 2

Added event code 40, ‘External light attack’ Table 2

Removal of obsolete commands

Re-branding to Crane Payment Solutions - Moneytots

Introductory text modernised. Some phgabiad not been updated for 16
years such as the operation with modems.

Added Weavefuture Inc to ccTalk User @rou

Added ‘XO’ for West African States to Apylix 10, Common Country
Codes

Addition of RFC/006 ( Cancelled Crediehts )

Added command header 235, ‘Read DH plblt

Added command header 234, ‘Send DH public key’

Added command header 224, ‘Request encryptediptadf

Added command header 223, ‘Modify encrypted iittdhd override
registers’
Added command header 220, ‘ACMI encrypted data’

Added command header 200, ‘ACMI unencrypted prodlic

Added Kuky to ccTalk User Group

Addition of fault code 57 : ‘Forced baattler mode’ ( Table 3)
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Command Headers Added Since Version 4.6

Header 235, ‘Read DH public key’ ( replacement candj see below )

Header 234, ‘Send DH public key’ ( replacement cand) see below )

Header 224, ‘Request encrypted product id’ ( reptaent command, see below )
Header 223, ‘Modify encrypted inhibit and overriggisters’ ( ..., see below )
Header 220, ‘ACMI encrypted data’ ( replacement s@nd, see below )

Header 200, ‘ACMI unencrypted product id’ ( replaent command, see below )
Header 107, ‘Operate escrow’

Header 106, ‘Request escrow status’

Header 105, ‘Data stream’

Header 104, ‘Request service status’

Command Headers Removed as Obsolete

Header 235, ‘Read last credit or error code’
Header 234, ‘Issue guard code’

Header 224, ‘Dispense coins’

Header 223, ‘Dispense change’

Header 220, ‘One-shot credit’

Header 206, ‘Empty payout’

Header 205, ‘Request audit information block’
Header 200, ‘Upload coin data’

Header 190, ‘Request payout status’

The obsolete command descriptions have been mavedRart 2 to Part 4 of the
generic specification for reference.
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Part 1 - Contents

Note that the ccTalk serial communication protageeric specification is now
published in a 4 part document to make it easiendoage. Each part has its own
contents page.

Part 1 — Historical, introduction & protocol description. Multi-drop command

extension set.

Part 2 — Detailed command list.
Part 3 — Appendices, tables, circuits and general cross-reference information.
Part 4 — Frequently asked questions, peripheral design rules, white papers, RFC

and ccTalk over USB.

Starting in 2010 DES encryption was introduced th# protocol. The following
documents can be obtained from Crane Payment S8o&tiMoney Controls which
describe this in more detall...

TSP168 DES Encryption for Coin Acceptors and Bill Validators v2.0
TSP167 DES Encryption for Hoppers v2.0

1.
2.
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2.2 WRALIS CCTAIK 2 oeeeiiiiiei ittt e+ttt e e e s ettt e e s e anaee e e e e st e e e e e e nnneeeas 10
221 Can L USE L OVEIN USB ? ...ttt e 11
222 IS it @ MUlti-Master ProtOCOl ?.......ouviiiiieeie et 11
2.3 What are its Capabilities and FEAtUIES ? ... 11
2.4 IS it Difficult to IMPIEMENE 2 ..o e 12
2.5 Are there any Royalties to Pay or Licences to @bPai................cooeeeeeennnivinnneeee s o 13
2.6 A Quick Example of @ CCTalk MESSAQE .........ummmmmmeeerererrrrieeaeaeeiiesiissssinnrenrrerreeraaaeeens 13
2.7 Comparison with other Serial Control ProtOCOIS. eeum vvvvveeieiiiiiiieeeeeeee e 14
Serial ProtoCol - TIMINQG .......ooiiieiiiieiiieieii e e e e e e e e e e e s s e s ss e rr e e e e eeaeeeaeessessnannnnnnns 14
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Serial Protocol - VORAgE LEVEIS........uuuiicceeeeee e e e 15
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The Serial DAta LINE........uveiiiiei it eee ettt s e e e e e e s nnneeeeas 17
N A S S L ] Y= £ PSP PRRT 17
100] o T ox (0] g D= = V1 LU PPRT 18
6.1 Type 1 ( standard interface, in-liN€ CONNECIOL.) ccc....vuviiiiiiiiiiieiir e 18
6.2 Type 2 ( standard interface, MOIEX CONNECLON ).cevevrvvvveeeeeeeei e 19
6.3  TYpe 3 (10W POWEF INLEITACE ) ..evvviiiieii e ettt ettt e e e e e e e e e e s e err e e e e e e e e e e e e s 19
6.4 Type 4 ( extended interface, in-liN€ CONNECLOL.) ceeervvvvvieiiiiiiieee e 20
6.5 Type 5 ( AWP industry-standard iNterface ) ...cccceeueeeeeeiiiiieeeeeeeiie e 20
6.6 Type 6 ( serial hopper INterface, VErSION 1 ) iiriiiiieiiiiiiieieeeee e seeaneeee e e 21
6.7 Type 7 ( standard interface, JST CONNECION )ememmeereeveviiiiiiiiiiieeireereeee e e e e e e e e s 21
6.8 Type 8 ( serial hopper iNterface, VErSION 2 ) iviiiiiiiiiiiieieeeeeeee e 22
6.9 Type 9 (universal hopper INLEITACE ) .......ccmmmmerrrirririiieeiee e e e e e 22
6.10 100 ] ol 0= Tox 1o ] VAV AT o T @0 ] (o] U ¢ 23
MESSAQGE SIIUCTUIE «.eeeiiitiiie i e e e e e e e e eeeee e ettt e e e e e e e e e e eeeeeaeta s raa s e e e e eeeeeeneeeennnnnnnnnes 24
7.1 Standard Message Packets, Simple CheCKSUM e e 24
7.2 Standard Message Packet, CRC ChECKSUM ... e eeeeerereierieeeeeeasesiisinssnsessneeeeees 25
7.3 Encrypted Message Packet, CRC checkSum.........cccccccooiiiiiiiiiiiiiiee e 25
A = o] (o Yot I I N1 o PR 26
7.5  DeStNAtiON AQUMESS ....ciiiiiiiee ettt e st e e e e nnnees 26
7.5.1 The BroadCast MESSAQE ........ceeeeeeee it s e e e s e e ssteabaesaesaeeeeeaeaeeaeeeeasennnnnnns 26
7.5.1.1 Warning : Broadcast Message with EnCryption .............ccoeveevcnvvnvinnveneennnnn, 27
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1. Historical

Jun 87 : Coin Controls Ltd abandon&d development on future products in favour of
the RS232 protocol.

Apr 96 : ‘ccTalk’ specification created after much cornatibn within the industry.
Aug 98: A meeting of coin mechanism manufacturers in Wanth, England agrees
on a common connector supporting both ccTalk ancsMg for AWP machines.

The electrical / data format was standardised av+19600 baud.

Jun 99: Coin Controls Ltd sets up a ccTalk User Grouprmmote ccTalk within the
industry and to provide a formal mechanism for balthaining feedback from users
and for expanding the specification into new areas.

Jun 00: Protocol proving successful in many diverse @ggibns. Specification
updated to include an ultra-secure compact hoppaanew range of ccTalk bill
validators

Aug 00: Meeting in Burton-on-Trent, England to discuss future of ccTalk in
relation to bill validators. Encryption and CRC ckeums discussed.

Nov 00: Encryption and CRC checksums added into theopobtfor BNVs. BNV
simulation software made available to manufacturers

Jan 04: Italy adopts ccTalk throughout their AWP platfe and a variety of products
are put through homologation. Hoppers are usedcnypted'.

Dec 05: Money Controls successfully tests ccTalk runrah@Mbps over a USB
virtual COM port link leading to exciting new areafsproduct development.

Apr 06 : The tenth anniversary of ccTalk. Now widely é$ithed throughout the
industry but facing competition from the ‘pure’ U$Botocols.

Jan 10: First steps towards the introduction of the DdaSryption standard across all
peripherals. There was a manufacturers’ meetidgr&t, Earls Court, London.

Jan 12: The Independent Operators Association ( IOA @rpannounces that ccTalk
DES Encryption has won the Award for Innovation 201

Jul 12: The Comma6A+ legislation in Italy requires tree wf AES-256 for
encrypted data transfer and also Diffie-Hellman éeghange. Commands to support
these new standards have been added into ccTalk.

Sep 12: ACMI ( Associazione Nazionale Costruttori Maawhilntrattenimento ) in
Italy create a new packet standard within the dcTrainsport layer.
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2. Introduction

2.1 Serial versus Parallel : A Coin Industry Perspective

Both serial and parallel interface techniques tadantages and disadvantages.
Parallel interfaces are fast and in some applinatpyovide the simplest way of
transferring information. However, cable harnessiogts can reach a significant
proportion of the original equipment costs as thmber of data lines increase.
Problems with crimp connectors and dry solder gpa#n give reliability issues when
a large number of wires are used to send dataal$aerfaces on the other hand
reduce cabling costs to a minimum and often enaltia features ( such as self-
testing and future expansion ) to be incorporatéal the product with very little
overhead. Serial interfaces also provide a simpieedficient way of connecting two
or more devices together in situations which wdagdotally impractical with a
parallel interface. This reduces cabling costs dugher in applications which
require a number of devices to be connected togleshost controller.

The cash handling industry now embraces many éifteaspects of technology from
coin acceptors through bill validators and smartl ceaders to intelligent payouts and
changers. A way of connecting all these differgpes of peripherals in a simple and
consistent manner is a stated aim of many manutastand a serial bus is the
obvious solution.

2.2 Whatis ccTalk ?

ccTalk ( pronounced see-see-talk ) is the Crane Paynwuti&s - Money Controls
serial communication protocol for low to medium epe&ontrol networks. The
protocol was originally developed at the companyn@ontrols, henceoin controls
Talk. Lower case ‘c’ followed by upper case ‘T’ on ctkes the official marketing
brand name and should be used on new designsade pfdhe older ‘cctalk’ which
was in lower case throughout. Note that the follayare strongly discouraged :-
ccTALK, CCtalk, CCTalk and CCTALK.

The protocol was designed to allow the intercorinaaif various types of cash
handling and validation equipment on a simple 3witerface ( power, data and
ground ). A basic application consists of one loositroller and one peripheral device.
A more complicated application consists of one leosttroller and several peripheral
devices with different addresses. Although mulbgdm nature, it can be used to
connect just one host controller to one slave d@evic

The protocol is really concerned with the high ldeematting of bytes in a RS232-
like ( the voltages are not RS232 voltages thoudgtd stream which means that it is
immediately accessible to a huge range of apptinatthroughout the control

industry. There is no requirement for custom irdéegpl circuits, ASIC's, special cables
etc. It is cheap to manufacture and easy to impiéme

The protocol was created from thettom end up. Rather than starting with a full-
blown networking or vending protocol and cutting the features which weren't
needed, it was developed from a simpler RS232 foimmase at Money Controls for
many years. This means it is a protocol ideal && i the money industry with no

ccTalk Generic Specification- [0Crane Payment Solutions - Page 10 of 49 - ccTatk Pv4.7.doc
While every effort has been made to ensure theracgwf this document no liability of any kind is
accepted or implied for any errors or omissions &éna contained herein.



Public Domain Document

excess fat. There are no complicated logging-on or transagbimcessing sequences
to go through. It does a simple job with the minmmaf fuss. Although developed
within the coin industry, it has obvious potentramany engineering fields and is
flexible enough to be expanded indefinitely.

A significant advantage of using RS232 as the barseat is that the protocol can be
easily bridged onto other packet transfer systamb as Ethernet, USB, Bluetooth
etc. There are very few timing requirements inghetocol so it is just a case of
applying different wrappers to the ccTalk packeada

ccTalk can be thought of as achieving the optimalddance between simplicity
and security.

2.21 Canluseitover USB ?

The ccTalk protocol is now officially supported 0SB through % party bridge

chips. This provides a quick entry point to thaseking to leverage the speed and
security benefits of USB over an unbalanced, nuritp cable. The protocol is called
‘ccTalk over USB’ and more details are providedapter 5 of part 4. Note that you
do not have to write any device drivers as thesgesvided licence-free from the
bridge chip manufacturers and the application layerfaces to a virtual COM port

( VCOM ) rather than a physical COM port. The c&Tjahcket formation is identical
over USB; the only distinguishing feature may beeahanced baud rate and the fact
that peripherals are physically isolated throughsh'hese hubs mean that the ccTalk
destination addresses are redundant in pure USiriet as each peripheral will be
assigned a unique VCOM port.

2.2.2 Is it a Multi-Master Protocol ?

A multi-master protocol is one which allows morarntone device on the bus to be
the master, i.e. to initiate a transfer of datasasically means that any of the slave
devices could have a chat with each other. Itaear intention of ccTalkot to
support multi-master mode In the money industry today this is seen as teéeped
option - the host machine has total control oftihe and any messaging must be
initiated from and conducted by, the host machliie extra complexity of multi-
mastering is not justified and it also creates seawirity loop-holes with an external
data terminal being able to access a peripheradparently.

There is a discussion of the implications of usingalk in a multi-master mode in
Appendix 5.

2.3 What are its Capabilities and Features ?

ccTalk has a byte-oriented message structure rdthaera bit-field message structure
which means that most logidamits of the software are 255 or nearly 255. This
provides plenty of scope for most control netwoiishough byte structures take up
slightly more memory, they are usually much easiemplement and debug on
modern microcontrollers.
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The logical addressing of ccTalk allows uRt4 slave devices to be connected to a
single host controller. The addresses of the di@véces do not necessarily determine
the equipment type - it is perfectly possible tgén8 identical coin hoppers attached
to the network with different logical addresses.

An 8-bit data structure is used throughout thequok - in RS232 parlance there is no
requirement for a 9thddress or wake-up bit. This simplifies a lot of communication
software - particularly for Microsoft Windows softwe running on PCs. Control of
the 9" bit usually involves non-standard manipulatioritef parity bit.

Rather than have a few commands which return lpag&ets of data ( an excess of 30
bytes is common in some protocols ), the protonobenpasses a much larger number
of smaller and more efficient commands. For ingtaifo/ou request a device serial
number then that is exactly what you get - you dbhave to wade through packets of
build numbers, version numbers and null fieldsluhe data you are interested in
finally arrives. Our experience at Crane Paymeat®ms tells us that customers
have widely differing requirements and this applhosdoest - let them pick and
choose from an extensive command list. Managiraggelcommand list is a routine
task for most software engineers today.

Variable message lengths are supported. This abboggvenient way of returning
ASCII strings back to the host controller. An exdengf where this is useful is when
the host controller seeks the identity of an atdgberipheral device. This may be a
request for the manufacturer name, equipment categgroduct code. Upper and
lower case strings are supported.

Security has always been very important in theqmualt There is an optional
encryption layer and before that there was a meshmato allow certain commands to
be PIN number protected. Also, in January 2010,mamnds were introduced with
DES encryption, which provides a step-change inrstgc

2.4 s it Difficult to Implement ?

ccTalk was originally designed to run efficiently lmw cost 8-bit microcontrollers
with very limited amounts of RAM and ROM. There a@v a wide range of
powerful 32-bit ARM processors to choose from whialm run any kind of protocol
you throw at them.

The basic ccTalk command set can run in a veryldowprint ( several Kbytes of
code ) but the more advanced features such asptioeryand flash programming will
require additional code space and RAM.

A skeleton protocol on a 8-bit microcontroller dawritten with :

* 1K to 3K of ROM

e 30 bytes to 200 bytes of RAM

* 1 x UART - though it can be done in software sabje some timing constraints
e 1 x 16-bit timer

Some kind of non-volatile memory such as EEPROMs&ful for the storage of
configurable parameters.
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There are Money Controls products with full ccTalkdules on the Motorola
68HCO05, Hitachi H8, Renesas ( Mitsubishi ) M16C#s2l NXP ARM7 families.
Note that these are not available due to IP restrions.

There was even a cut-down ccTalk implementatioa emple Microchip PIC
processor, the PIC16C55. This tiny device had...

e 512 bytes of ROM

* 24 bytes of RAM

e Simple 8-bit timer

* No interrupts, no UART

The serial communication software may be interdrmpten or polled, but all modern
microcontroller or processor implementations shdagddnterrupt-driven for

reliability. At 9600 baud, each byte transmittedexeived takes 1.04ms. Therefore, a
typical microcontroller application may be writtesith a poll of the serial port every
1ms. This will guarantee that no receive data & evissed and is slow enough to
ensure the main application is not compromised. él@wm, for most applications an
interrupt-driven serial port is the best choicettWhe higher baud rate options there
is really no choice but to use interrupts.

2.5 Are there any Royalties to Pay or Licences to Obtain ?

No, because ccTalk is apen standard The word 'ccTalk' has been registered as a
European trademark and it may be used to desigonatermance to this protocol on
product labels and in manuals. No other use oftthdemark is acceptable.

Standards are currently controlled by Crane Payi@ehitions - Money Controls and
all original specifications are produced here. Cants and suggestions are
welcomed from interested parties and we will trydt@ase future versions of the
protocol which meet as many new requirements asilglesIf you are interested in
registering your interest in ccTalk and wish tdkeet up to date with the standard
then please contact us.

2.6 A Quick Example of a ccTalk Message

Here is a typical ccTalk exchange for a host cdietroequesting the serial number of
an attached peripheral.

Hostsends5bytes: [2][0][1][242]11
Peripheral returns 8 bytes : [1][3][2]]P78][97][188][ 143]

Serial number = 12,345,678 (=78 + 97 * 256 + 188536 )

A total exchange of 13 bytes produces the seriailar - no other bus traffic is
necessary.
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2.7 Comparison with other Serial Control Protocols

The table below shows how ccTalk compares with sother control protocols...

Protocol Architecture Speed Checksum Frame Application
ccTalk Bi-directional | 9600 8-bit or 18,1 Retail
data line 16-bit CRC no parity & AWP
HI? Bi-directional | 9600 8-bit 1,81 Vending
data + control no parity & AWP
MDB TX + RX 9600 8-bit 18,11 Vending
address bit
BACTA TX + RX 1200 8-bit 18,11 AWP
Dataport or 9600 odd parity
CAN CANL + 1M 16-bit CRC - Automotive
CANH
USB Hubs 12M 5-bit CRC - PC
Full Speed | D+ D- (1.5M low ) Peripherals
USB 2.0 Hubs 480M - - Video
High Speed | D+ D-
USB 3.0 Hubs 4.8G - - HD Video
Super Speed| D+ D-
Bluetooth RF wireless 720K - - Consumer

3. Serial Protocol - Timing

The timing of the serial data bits conforms to dhiginal RS232 industry standard for
low data rate NRZ ( Non Return to Zero ) asynchusncommunication. RS232 has
various parameters and these are configured istémelard version of the protocol as

follows :

9600 baud, 1 start bit, 8 data bits, no parity bit1 stop bit

RS232 handshaking signals ( RTS, CTS, DTR, DCD, p&f not supported. This is
a small data packet control protocol and data awsrare not likely to occur.

There are 10 bits needed for each transmitted-B/@ata bits + 1 start bit + 1 stop
bit. No parity bit is used. Error detection is asted through a packet checksum.

At 9600 baud, each byte take942 ms

At 4800 baud, each byte tak2983 ms- low speed option

Higher baud rates up to 115,200 are now popularcadalk, with even higher baud
rates available over USB.

3.1 Baud Rate

At the time, the baud rate of 9600 was chosenebéist compromise between speed
and cost. The baud rate of 4800 was reserved fgrle@ power products such as a
line-powered telephone equipment.

ccTalk Generic Specification- [0Crane Payment Solutions - Page 14 of 49 - ccTatk Pv4.7.doc
While every effort has been made to ensure theracgwf this document no liability of any kind is

accepted or implied for any errors or omissions &éna contained herein.




Public Domain Document

Nowadays there are negligible cost penalties ferajng at much higher baud rates.
There are issues with PCB layout and cable scrgeaaitake into account when
running at very high baud rates, but this is ugudtine over USB which has hardware
designed to do this. The ‘ccTalk over USB’ optianypdes baud rates in excess of
1Mbps. For most control messages the additionadspekes no difference but there
is a distinct benefit when programming large flastmories over ccTalk. Re-flashing
times of several minutes can be reduced to sesecainds.

The ‘standard’ baud rate of ccTalk is 9600 and ith#ill used across a wide range of
products. If the baud rate is not specified anywheithe product literature then it is
assumed to be 9600.

In one sense ccTalk operates independently of ketedand the throughput can be
increased as the physical layer technology evaitescost-effective hardware.

4. Serial Protocol - Voltage Levels

A level-shifted version of RS232 is used for corieane and to reduce cost. This
means negative voltages with respect to the groaihdre not required.

On the serial connector, the idle state = +5V (maf)iand the active state = 0V
(nominal).

Mark state (idle ) +5V nominal Range 3.5V to 5.0V
Space state ( active ) OV nominal Range 0.0V to Y.0

The ccTalk interface should see a voltage below A®an active state and a voltage
above 3.5V as an idle state. Voltages in betweernaleterminate.

Some older ccTalk products had the data line weaklied up to +Vs which could be
anywhere from +12V or +24V depending on the progaeter supply. The
convention now is to have a +5V pull-up. Which optis used should be clearly
documented with the product.

The allowable voltage levels for each state arerdehed by the interface electronics
and these may vary from application to applicatiime recommended way of driving
the ccTalk data line is through an open-colleatangistor.

The rise and fall time at 9600 baud should betless10us

Refer to Circuits 1, 2, 3 & 4 in part 3 of the geaspecification.
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4.1 Oscilloscope Plots

9600 baud

The top trace shows the ‘Read buffered credit mrerodes’ command sent to a coin acceptor. The TX
part is from the host controller to the periphenadl the RX is the reply from the peripheral. Thédm
trace shows a single ccTalk packet for the ‘Regsesal number’ command with the symbols decoded.

| _
iy N |~ OV

Ch1, DC coupling, 1.0E0 V/div, 1.0E-2{s/div, 2500 points, Sample mode

cctalk Data Line - Header 229

Ch1, DC coupling, 1.0E0 V/div, 1.0E-3|s/div, 2500 points, Sample mode

cctalk Data Line - Header 242
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5. The Serial Data Line

The transmit and receive messages take placeiogla bi-directional serial DATA
line. There is another OV or COMMON line.

The recommended ccTalk interface is an open-coltddPN transistor driver on the
DATA line with a pull-up resistor at the host endtwe link. The value of the pull-up
resistor will depend on the current-sinking abibfythe communicating devices, the
degree of noise immunity required and the maximumler of peripherals which can
be attached to the bus. The ability to sink moreeru will result in better noise
immunity.

There are no special screening requirements fat giterconnection distances ( less
than 10m ) since this is a low speed control nékiwidne drivers, opto isolators and
twisted-pair cables are only likely to be necessathe presence of high electrical
noise. If ccTalk is to be used over long intercatiom distances ( within or between
rooms / departments ) it is recommended Rfa485 driversare used rather than the
unbalanced open-collector interface.

5.1 RS485 Drivers

RS485 is a balanced transmission line system #irusoisy environments and over
longer interconnection distances. It utilises atmaehkne for the serial data ( balanced
current ) and requires a direction signal to cdraogess to the multi-drop bus. PC-
based software often uses the RTS handshaking swghaspecial driver software to
toggle the direction status when sending out bytes.

A comparison of various electrical interfaces feria communication is shown in the
table below.

Interface ccTalk RS232 RS485
Type unbalanced point-to-point balanced
multi-drop multi-drop
Data Lines 1 2 2
Direction Control No No Yes
Max. Peripherals 16 1 32
(Noteq)
Max. Distance 15m 15m 1200m
At Max. Speed 19.2K 19.2K 10M
Mark (idle) +5V -5V to -15V +1.5V to +5V
(B>A)
Space ( active ) oV +5V to +15V +1.5V to +5V
(A>B)

a : Electrical limitation rather than protocol liratton.

The standard ccTalk open-collector interface ismaimpler to implement than
RS485 but less robust when it comes to long distanenmunication.
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6. Connector Details

The exact connector typenst a requirement of ccTalk compatibility but some

kind of standardisation helps to reduce the nurobeable converters in circulation.
Different applications have different requiremeautsl the choice of connector may be
influenced by the product specification ( e.g. r&tbhess, corrosion resistance, power
requirements, cost etc. ). So currently the chofannector has been left to the
individual peripheral manufacturer. Standard ccTaflnectors are shown below so if
possible choose one of these. For ‘ccTalk over US8'use of standard USB
peripheral connectors is recommended such as typarni-B.

The following ccTalk connector types have beenrdzfiso far...

Type | Pins | Description Recommended for
new designs of...
1 4 | standard interface, in-line connector
2 4 | standard interface, Molex connector
3 10 | low power interface
4 6 | extended interface, in-line connector
5 10 | AWP industry-standard interface 5 inch Coircdmtors
and all Bill Validators

6 8 | serial hopper interface, version 1
7 4 | standard interface, JST connector 3.5 inch Booeptors
8 10 | serial hopper interface, version 2 Serial Cachploppers
9 12 | universal hopper interface Serial Universagbptrs

6.1 Type 1 ( standard interface, in-line connector )

(1) +Vs
(2) <key>
(3) OV

(4) IDATA

Recommended peripheral connector :
Molex 42375 Series 0.1inch pitch straight flat peader
P/N 22-28-4043 ( bgold )

Mates with :

Molex 70066 Series single row crimp connector hogisi

P/N 50-57-9304

( Alternative : Methode 0.1inch IDC connector 13084-422 )

Crimps :
Molex 70058 Series
P/N 16-02-0086 ( 4bgold)
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6.2 Type 2 ( standard interface, Molex connector )

(1) +Vs

(2) <reserved>
(3) OV

(4) IDATA

Recommended peripheral connector :
Molex 3.00mm pitch Micro-Fit 3.0 Wire-to-Board Hesad vertical mounting )
P/N 43045-0413 ( 4bgold)

Mates with :
Molex 3.00mm pitch Micro-Fit 3.0 Wire-to-Wire Redaple
P/N 43025-0400

Crimps :
P/N 43030-0002 ( 4bgold)

Pin Polarity :

View of socket from front

6.3 Type 3 ( low power interface )

(1) /IDATA

(2) OV (shield)

(3) /REQUEST POLL
(4) OV (shield)

(5) /IRESET

(6) <key>

(7) /INHIBIT ALL

(8) OV (logic)

(9) +5V

(10) OV (solenoid)

Recommended peripheral connector :

Molex 8624 Series 0.1linch dual row straight pinakeavay header
P/N 10-89-1101 ( 45gold)

Mechanical keying should be provided by the surdig cover.

( Alternative :
Molex 70246 Series dual row straight pin low pm@#hrouded header 70246-1021 )
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Mates with :
Molex 40312 Series MX50 ribbon cable connectoresyst
P/N 15-29-9710 ( I5bgold, centre polarisation, strain relief )

Pin Polarity :

9 7 5 3 1

10| 8 6(|4]]|2

View of connector from front

6.4 Type 4 ( extended interface, in-line connector )

(1) +Vs

(2) <key>

(3) oV

(4) IDATA

(5) /IRESET

(6) /REQUEST POLL

Recommended peripheral connector :
See type 1 connector

6.5 Type 5 ( AWP industry-standard interface )

In the UK, this connector is specified by BACTA fgse in all AWP machines with
serial coin acceptors.

This type of connector supports both Mar§ {HHost Intelligent Interfade from
Mars Electronics International ) and Crane Paynsahations ccTalk protocols.

(1) /IDATA < ccTalk interface

(2) DATA OV internally connected to OV

(3) /BUSY not used in ccTalk ( not connected )
(4) BUSY 0V internally connected to OV

(5) /IRESET optional use in ccTalk

(6) IPF not used in ccTalk ( not connected )
(7) +12V < ccTalk interface

(8) OV < ccTalk interface

(9) /SERIAL MODE < ccTalk interface, connect to OV
for serial operation
(10) +12V alt. not used in ccTalk ( not connected )

ccTalk does not require as many signals &s HI

For coin acceptors which have both serial and |[gdhiaterfaces, the /SERIAL MODE
signal is used to indicate serial operation rathan parallel operation.
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To see which serial protocols are supported byt acceptor, it is suggested that a
test message is sent out in one of the protocalshenreply message ( if any)
checked. In ccTalk, a suitable first message isShaple poll’ command.

See connector Type 3 for more details.

6.6 Type 6 ( serial hopper interface, version 1)

(1) Address select 3
(2) Address select 2
(3) Address select 1
(4) +Vs

(5) +Vs

(6) OV

(7) OV

(8) IDATA

Recommended peripheral connector :
AMP 640456-8 or equivalent e.g. CviLux CI3108-P1\@Molex type 6410
( 2.54mm pitch)

Mates with :
AMP 640441-8

Pin Polarity :

Pin 1

OOOOOOOOA/

View of connector from front

6.7 Type 7 ( standard interface, JST connector )

(1) +Vs
(2) -

(3) OV

(4) IDATA

Recommended peripheral connector :
JST B 4B-XH-A

Mates with :
JST XHP-4

Crimps
SXH-001T-P0.6
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Pin Polarity :
Pin 1

(.

ONONONG)

View of connector from front

6.8 Type 8 ( serial hopper interface, version 2 )

(1) Address select 3
(2) Address select 2
(3) Address select 1
(4) +Vs

(5) +Vs

(6) OV

(7) OV

(8) IDATA

(9) -

(10) /RESET

See connector Type 6 for more details.
AMP 1-640456-0 or equivalent e.g. CviLux CI3110-RP0OV

Note that on the Money Controls Mk2 serial hopper ange, pin 1 is on the left
with the key at the top, rather than on the right.

6.9 Type 9 (universal hopper interface )

(1) ov

(2) -

3) -

(4) Address select 1
(5) /DATA

(6) -

(7) -

(8) Address select 2
(9) +Vs

(10) -

(11) -

(12) Address select 3

Recommended peripheral connector :
Cinch R76-77848 12-way male
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Pin Polarity :
5
9 © 1
5%
O © O
12 O ? O 4

View of connector from front

6.10 Connector Wiring Colours

The following wiring colours have been adopted @st tooms to help debugging.

Signal Colour

Colour coding is not a requirement of the specificdon.
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7. Message Structure

The protocol supports optional CRC checksums aatbpol-level encryption. The
differences are shown here.

For information on DES encryption, refer to ccTatknmand headers 108 to 112.
Command-level DES encryption can be used with prdttevel encryption if
required to provide ‘double encryption’. Protocel#| encryption wraps all message
packets whereas command-level encryption just pi®tbe message data of certain
ccTalk commands.

7.1 Standard Message Packets, Simple checksum

For a payload of N data bytes...

[ Destination Address ]
[ No. of Data Bytes ]

[ Source Address |

[ Header ]

[ Data 1]

[ Data N |
[ Checksum ]

Each communication sequence ( a command or retprastormation ) consists of 2
message packets structured in the above mannefir§theill go from the master
device to the slave device and then a reply wilkéeat from the slave device to the
master device. The reply packet could be anythiowigp fa simple acknowledge
message to a stream of data.

Note that the acknowledge message in ccTalk corgeonthe above structure in the
same way all other messages do. Some protocols sisgle byte acknowledge - this
IS not viewed as secure.

The structure does not alter according to the iorof the message packet. The
serial protocol structurdoes not care who originates the message and who responds
to it.

For a simple command or request with no data bytes...

[ Destination Address ]
[0]

[ Source Address |

[ Header ]

[ Checksum ]
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The acknowledge message is produced by settingetha@er to zero and having no
data bytes...

[ Destination Address ]

[O0]

[ Source Address |

[0]
[ Checksum ]

So the above format is an unencrypfgtK packet. It contains 2 zero bytes, one for
the data length and one for the reply header.

Consider a simple command from the host devicepergheral with address 40.
Assume the peripheral replies with an ACK.

Transmit: [40][0][ 1] [ Header ][ Checksum
Receive: [1][0][40][0][ Checksum ]

Note the cross-over in addresses; the destinatidreas becomes the source address
and the source address becomes the destinatioesaddr

7.2 Standard Message Packet, CRC checksum

[ Destination Address ]
[ No. of Data Bytes |

[ CRC-16 LSB]

[ Header ]

[ Data 1]

[ Data N ]
[ CRC-16 MSB ]

When 16-bit CRC checksums are used, the sourcessltield is replaced by the
lower portion of the checksum. In this case, @Vsldevices automatically reply to
address 1 ( the default host address ).

Rule : When protocol level encryption is used, thbost address is always 1.

7.3 Encrypted Message Packet, CRC checksum

[ Destination Address ]
[ No. of Data Bytes ]
[ Encrypted 1]

[ Encrypted N ]
When encryption is used on top of the CRC checkslinbytes are encrypted from

the first checksum byte onwards. The only unafiétiges are the destination address
and length byte which need to remain as they aaides standard and secure
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peripherals to be mixed on the same bus. An eredlypiessage will be ignored by all
peripherals with no address match.

7.4 Protocol Layering

In terms of how the different protocol layers arglemented in ccTalk when sending
message data...

Application Layer

v

CRC Layer

v

Encryption Layer

v

Data Link Layer

To send a message to e.g. a bill validator, we tiagdnigh level command consisting
of a destination address, length field, commandi&eand data bytes. A 16-bit CRC
checksum is calculated and added into the structinis is then encrypted and passed
to the UART which adds in start and stop bits fansmission. The message is then
sent to the peripheral device which performs therafmon in reverse.

7.5 Destination Address

Range 0 to 255 ( 254 slave addresses)

0: broadcast message ( see next heading )
1: the default host or master address

2. the usual slave address for non multi-drop nete/

210 255: available slave addresses for multi-arefovorks

Peripheral types do have recommended address remgeske building systems
easier. These are shown in Table 1, part 3 of¢énemc specification.

7.5.1 The Broadcast Message

A destination address of '0' is a special case etdyeall attached devices respond. In
this case the returned source address is '0' ( sihgrle checksums are used )
indicating areply by all.

This command should hesed with cautionin a multi-drop network as all the
attached devices will send replies that colliddwveiich other - although this can be
allowed for in the host software by ignoring bus\aty for a fixed time after the
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command is sent. The broadcast address is bestedder a couple of the MDCES
commands.

The reason that data is returned on a broadcastsglid one of huge convenience
when debugging software. A typical slave device imaye a number of address
selection methods, some of which write values EE®ROM, and it may not be
obvious which one is active at any one time. Assignainly this device is connected
to the serial bus then the broadcast message caseldgo guarantee an address
match.

7.5.1.1 Warning : Broadcast Message with Encryption

Special care has to be taken when using the bretdddress with multiple encrypted
devices and mixed encrypted/unencrypted devices cthalk message packet does
not contain a flag to say whether the packet isyged or not — if it is sent to a
matching address then the peripheral will decodertkssage according to its own
rules. An encrypted message sent by the host dortfaelcast address will have a
single value of encryption key which may not workall attached devices — those
peripherals which receive an incorrect key will asncertainly fail the CRC check
and not reply. An encrypted message to an uneregdypripheral may be interpreted
as a different header if the simple 8-bit checkssigorrect by chance. An
unencrypted message to an encrypted peripheratesililt in the peripheral
decrypting a plain text message which will almastainly fail the CRC check. To
avoid uncertainties like this it is best to avdié use of the broadcast address in the
situations described above. This is easy to do wiheperipheral addresses are pre-
determined as most networks are.

An example of how it goes wrong...

If we send a simple poll command ( header 254thédoroadcast address using an
encryption key of ‘124027’ then the actual datat $en.

TX = 000 000 137 145 230

An unencrypted peripheral will calculate a simplei8checksum as 0 + 0 + 137 +
145 + 230 =512 = 0, correct ! So the peripherassevalid broadcast command with
header 145 = ‘Request currency revision’, not ‘Sargoll’.

It may reply with something like...

RX = 137 003 000 000 048 048 056 220

This is confusing because although it has repladectly from the broadcast address
it is replying to address 137 rather than 1, th&t hddress ! And it replies with far
more data than a simple poll. If there is anotlegigheral on the bus with address 137
then the confusion could spread and other commemasd be executed by mistake.
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7.6 No. of Data Bytes

Range 0 to 255.

This indicates the number of data bytes in the agseot the total number of bytes

in the message packet. A value of '0' means there@adata bytes in the message and
the total length of the message packet will betgédythe minimum allowed. A value
of 255 means that the total packet size will be 2@@s and another 258 bytes are to
follow the length byte.

7.6.1 No. of Data Bytes - Historical

There was a recommendation in earlier versiong délkk that the number of data
bytes should be made no greater than 252. ThigaMaslp in the design of very small
footprint devices using PIC microcontrollers thatuld benefit in not having more
than 255 packet bytes following the length bytkveing the use of an 8-bit index
pointer. Also, when using the ccTalk encryptiorelaghe maximum encrypted packet
size would be 255. Now that microcontrollers atetanore powerful and have larger
memory sizes, this restriction in the protocolrisfigial and of no benefit. The
specification now allows for the transfer of a {285 data bytes in a single packet.

7.6.2 Long Transfers

In some circumstances there will be a requirenetriainsfer more than 255 bytes of
data. This is achieved by splitting the data irftecks, 1 for each message, and issuing
a sequence of commands. The block size may bedlkemam of 255 bytes or it may
be more convenient to transfer blocks of 128 byiesice power of 2 is usually
preferred by software engineers.

This approach is good from the data integrity pointiew as the checksum is better
able to detect errors when the messages are shorter

A good example of block transfer is the 'Read tédak' command and the "Write
data block’ command. Also, sAppendix 14.

7.7 Source Address

Range 1 to 255.

The default source address for the host machibheisl there should be no reason to
use a different value.

When a slave device replies to the host, the saddesss is set to that of the slave.
To clarify with an example...

Message from host to slave
Destination = 3, Source = 1
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Reply from slave to host
Destination = 1, Source = 3

If CRC checksums are used, there is no source sgldre

Message from host to slave
Destination = 3

Reply from slave to host
Destination = 1 ( assumed to be the case )

7.8 Header
Range 0 to 255.

Header bytes have been defined to cover a brogg @activities in the money
industry.

There is now comprehensive support for...
« Coin Acceptors

» Bill Validators

» Payouts ( Hoppers)

* Changers

The header value of '0' indicates a response packei slave device should not be
sent a null header by the master, it should only tern one.

7.9 Data
Range 0 to 255.
No restrictions on use. The data may have any fosoneh as binary, BCD and ASCII.

Refer to each specific command for its associaéed fbrmat.

7.10 Simple Checksum

This is a simple zero-sum checksum such that thie &ddition ( modulo 256 ) of all
the bytes in the message from the start to thekshee itself is zero. If a message is
received and the addition of all the bytes is nerezhen an error has occurred. See
‘Action on Error' heading.

For example, the message[1][0][2][ O ould be followed by the
checksum [ 253 ] because 1 + 0 + 2 + 0 + 253 =266

Important : If a slave device receives a messaget@mded for another device ( i.e.
the destination address does not match ) then it shld ignore both the remaining
packet and the checksum.

ccTalk Generic Specification- [0Crane Payment Solutions - Page 29 of 49 - ccTatk Pv4.7.doc
While every effort has been made to ensure theracgwf this document no liability of any kind is
accepted or implied for any errors or omissions &éna contained herein.



Public Domain Document

7.11 CRC Checksum

The CRC checksum used in ccTalk is the 16-bit CRIITT checksum based on a
polynomial of x*16+x"12+x"5+1 and an initial craister of 0x0000.

Refer to Appendix 9 in part 3 for more details.
7.11.1 A Little Checksum Theory

Most serial protocols in the coin industry are pobéd with either simple 8-bit
addition checksums or 16-bit checksums. The algmstfor 16-bit checksums vary
from addition to cyclic redundancy codes such a€&FITT and CRC-16 with their
mathematical basis in polynomial division ( theadeeing that division is far more
sensitive to bit errors than addition ). The preoasg power required for CRC
calculations is greater than addition checksumswiiere code space is plentiful, a
512 byte look-up table can improve performanceearthat of addition.

The abilities of the various checksum algorithmdetect errors are summarised
below :

8-bit checksum
Can detect all single-bit errors.
Can detect most double-bit errors.

This method is not recommended for physical linlisyenough to give a significant
probability of more than one corrupted bit per ragss

16-bit checksum ( addition )
Much better than the 8-bit checksum but still regpable of detecting all double-bit
errors.

CRC-CCITT / CRC-16

Can detect all single-bit errors.

Can detect all double-bit errors.

Can detect all odd numbers of bit errors

All methods are reasonable at detecting burst®rrblocks of zeros or ones. The
high-level structure of the ccTalk protocol medmat for most situations an 8-bit
checksum is perfectly adequate. There is some dathay in the returned message
packets which helps error detection. For instaageys in the destination and source
addresses are easy to spot and errors in the nwwhfata bytes can result in a
timeout or data overrun.

ccTalk Generic Specification- [0Crane Payment Solutions - Page 30 of 49 - ccTatk Pv4.7.doc
While every effort has been made to ensure theracgwf this document no liability of any kind is
accepted or implied for any errors or omissions &éna contained herein.



Public Domain Document

7.12 Anatomy of an Example Message Sequence

Let’s suppose the host machine wishes to find ¢nialshumber of an attached slave
device. It therefore sends the ‘Request serial muhgdommand.

Host sends...

[2] - this is to slave address 2

[0] - there are no additional data bytes to send

[1] - this is from host address 1

[242] - header is 242 ( Request serial number )

[11] - checksum, 2 + 0+ 1 + 242 + 11 = 256 =@adulo 256 )
Host receives...

[1] - this is to host address 1

[3] - there are 3 data bytes in the reply

[2] - this is from slave address 2

[0] - headeris 0, i.e. it's a reply !

[78] - data byte 1 =78

[97] - data byte 2 =97

[188] - data byte 3 =188

[143] - checksum, 1 +3+2+0+ 78 + 97 + 18848 = 512 = 0 ( modulo 256 )

Interpreting the return data,
serial number = 78 + 256 * 97 + 65536 * 188 = 18,848 in decimal.

8. The Acknowledge Message

If a message has a null header ( which is thefoasereply packet ) and no data bytes
then this is considered a simple slave acknowledggesage.

An ACK = [ Destination Address |
[0]

[ Source Address |

[0]
[ Checksum ]

8.1 The NAK Message

The NAK message has restricted use in a ccTalki+tidp network because an
incorrectly received message cannot be assumeavacorrect source or
destination address. Replying to non-existent corirectly addressed hosts merely
clogs up valuable bandwidth. However, if an operatiarried out by the slave device
( after receiving an error-free command ) failgnfa NAK message may be
appropriate. Hopper dispense commands have tradilyoused a NAK to indicate a
failed payout. The way most ccTalk commands wotk imclude status information
regarding the success of the command in the redudata as this can be tailored very
specifically to the action performed and is of mose to a host controller than a
generic ‘NAK’ message.
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The NAK message is defined as :
[ Destination Address ]

[0]

[ Source Address |

[5]

[ Checksum ]

Note that in this casthe return header is non-zero

See ccTalk header 167, ‘Dispense hopper coinsg fdassic NAK response.

8.2 The BUSY Message

The busy message can be used by a slave devitéitate that it is busy and cannot
respond to, for example, a request for informatibis. then up to the host software to
retry after a suitable interval. This responseras/jgled for completeness only and is
not currently usedin any Crane Payment Solutions products.

[ Destination Address ]

[0]

[ Source Address ]

[6]

[ Checksum ]

Note that in this casthe return header is non-zero

9. Commands that return ASCII Strings

By convention, ASCII strings are returned in thenearder as they print or appear on
screen. For instance, "Hello" is returned as...

The length of the string can be determined from[ tRe. of Data Bytes ] byte sent as
part of the message packet. There isubterminator as in a 'C' language character
string.

No. of Data Bytes = Length of string

The maximum string length is 255 characters in Wuith the maximum number of
data bytes in a packet.
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9.1 Fixed length Strings

Some commands return fixed length strings for careree. Where the stored string
is less than the fixed string width then the ccTalkvention is to right pad the string
with either...

a) spaces ( ASCIl 32) e.g. build code, header 192

b) dots ( ASCIl 46 ) e.g. coin identifiers, head8#

10. Implementation Details

A bi-directional serial data line can be tackledty design engineer in a variety of
ways. A simple microcontroller implementation maga single bi-directional I/O
port and switch between an output for transmisaiwhan input for reception. ccTalk
is a half-duplex protocol and so this approach khoat present any problems. The
slave device will not return any data until theientransmit message is complete.

A microcontroller which has a built-in UART will kka separate transmit and receive
data lines. These can be combined in the intedbemronics. The software for a
UART implementation will have to deal with transtaed data being immediately
received back again ( local loop-back ). This camandled in software by using a
receive enable / disable flag or by receiving taeagmit message in full and then
ignoring it.

Since the ccTalk protocol does not use a wake-uglllieceive messages must be
processed. This is a quick operation in a slavécdeand it should not affect the
performance of the main application code.

A brief outline of the receive algorithm is :
Get destination address
Get no. of data bytes

If { address match }
receive and store rest of message ( count incohbytes )
decrypt if appropriate
validate checksum
< execute command >
Else
receive rest of message ( count incoming bytes )
End If

Receive timeout error : < clear receive counters >
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11. Timing Requirements

The timing requirements of ccTalk are not veryicaitbut here are some guidelines.

11.1 Between bytes

When receiving bytes within a message packet, eh@munication software should
wait up to50msfor another byte if it is expected. If a timeoondition occurs, the
software should reset all communication variableslae ready to receive the next
message. No other action should be taken.

The ability to transparently time-out and respond b the next valid command is a
key feature of the robustness of ccTalk and must badhered to. Serial ‘garbage’
must not be left hanging around in the receive buér.

When transmitting a ccTalk data packet, serial compation software should ensure
the smallest possible inter-byte delay. At 9600dh@ach byte takes 1.04ms and so
the inter-byte delay should ideally @ss than2Zmsto maximise the bus message
bandwidth, and certainlyo greater than 10ms This is particularly important in a
multi-drop application where a number of differeetipherals have to be serviced
within a set time. A slow slave device will comprigmthe integrity of the entire bus.

11.2 Between command and reply

The delay between the issuing of a command ancefilg being received is command
and application specific. Some commands return idatzediately ( within 10ms )
while others wait for some action to be performest.fFor instance, a command that
pulses a solenoid will only send an ACK messagewthe solenoid has finished
activating. This could be a couple of seconds l&iest software should be written to
take account of these variable delays and timexocerding to the command sent. To
test whether a slave device is operational, chaasemmand with a fast response
time - the 'Simple poll' command is an ideal choWll-written slave devices should
respond as soon as possible to minimise netwaoekdat

12. Action on Error

A host device will transmit a message to a slavecde If the slave device detects an
error condition such as a bad checksum or missatg @receive timeout ) then no
further action is taken and the receive buffedésied. The host device, on receiving
no return message, has the option of re-sendingatmenand. Likewise, if the host
does not receive the return message correctlgsitie option of re-sending the
commandlt is up to the host device whether re-sending theommand occurs
immediately or after a fixed or random delay.
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12.1 Retransmission

Some protocols have retransmission capability lmitidt the transport layer ( see
Appendix 2 ). The philosophy of ccTalk is to kebp protocol implementation as
simple as possible by having retransmission perdrat a higher level. Most
commands can have a very simple retransmissiomithgo- if the checksum is

wrong then the command is re-sent. Factors sublowesnany times retransmission is
attempted before giving up can be varied to s@itagplication rather than being
rigidly enforced by the protocol.

Commands such as paying out coins from a hoppel aesore secure algorithm and
this has been taken care of in the high level conthstructure.

Retransmission is implemented in ccTalk at a highelvel and varies according to
the application requirements. It is strongly recomnended that all host
implementations employ some kind of retransmissiopolicy e.g. retry each
command 3 times before failing. This improves syste robustness.

13. Unrecognised Headers

If a slave device does not recognise ( i.e. suppdarticular header then no
information is returned to the host device and ctma is taken.

For example, if a coin acceptor is asked to paycoirts with the ‘Dispense hopper
coins’ command, then this is clearly an impossiagk and there will be no reply.

14. Practical Limitations in Very Low Cost Slave Devices

A typical low cost slave device has restrictionscode space, RAM space and
processing capability. Therefore, the followingit@tions may apply on the slave
device.

» The receive buffer is relatively small ( anythimgrh 1 to 10 bytes ) and so
long messages from the host device cannot be extaivd stored. The slave
will usually store data until the receive buffefud.

» Although there is support in the protocol for vatelength messages, the
slave device does not have the power or flexibibtgeal with them. The
slave will assume a particular header has a cemtaimber of data bytes.
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15. Command Set

15.1 Command Expansion

One major feature of ccTalk is limitless commangasion and this part of the
protocol has received a lot of attention. Theretareemethods by which this can be
achieved.

15.1.1 Expansion Headers

Headers 100, 101, 102 and 103 are used to incacatiner set of headers within the
message data. Although this lengthens the expanséssages by 1 byte, it
immediately gives access to 1024 extra commands.

As an example, suppose we add a new command ‘Ref§8€3I serial number’
which returns a serial number in ASCII rather tharary. We will define this new
command as EH 100:255 ( expansion header 100, eadbeh 255 ).

Host sends...

[2] - destination address

[1] - 1 data byte = 1 x sub-header

[1] - source address

[ 100 ] - expansion header 100

[255] - sub-header 255 ( e.g. Request ASCII betimber )
[ 153] - checksum, 2+ 1+ 1+ 100 + 255 + 1531250
Host receives...

[1] - destination address

[8] - 8 data bytes

[2] - source address

[0] - reply header

[49] -1

[50] -2

[51] -3

[52] -4

[53] -5

[54] -'6’

[55] -7

[56] -8

[81] -checksum,1+8+2+...=512=0
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15.1.2 Context Switching

Headers 99 down to 20 are application specific. Wag this works is that, for
example, header 99 performs a number of diffesks depending on the type of
peripheral it is. So the host machine must idertkig/peripheral type first (is it a coin
acceptor, bill validator, payout...? ) and then umedppropriate header number. In
this way, we can have another 80 commands on eagtype of device.

Context switching is the recommended way for othemanufacturers to introduce
additional features outside the official command de

Details of application specific commands can benébun the product manual rather
than the generic specification. Contact the pergdhmanufacturer for more details.

Note also that command header 255 is the ‘Factdrys and test’ command. This

command can be used by any manufacturer to impleanemge of proprietary
functions.

15.2 Release Number

The ccTalk release number is a value 1 to 255 atitig the library support for ccTalk
serial commands. In other words, the number tesibst software which command
headers are replied to.

It is envisaged that the release number will bel wgéh respect to a particular model
of peripheral device rather than globally. Therefafr a particular model is upgraded
by adding support for a few extra serial commattusrelease number will be
incremented such that the host machine can useobb#nd new versions of the
product. It is a design aim that all future releaaee backwardly compatible such that
responses to existing commands are unchanged.

Every product will be provided with a table showingich command headers are
supported against various release numbéost products will only have one
release numberi.e. 1

Note : the complex definition of implementation level as described in version 2.0 of
the specification has been abandoned.

To read the release number electronically, refénédRequest comms revision’
command. The first byte returned is the releaselb®im

An alternative method for identifying ccTalk command changes in a particular
product is to look at the software revision stringreturned by the ‘Request
software revision’ command.
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16. Implementing ccTalk on a New Product

Although originally designed for use in the coidustry, there is no reason why
ccTalk cannot be used in other areas. Extensi@saw in place for payouts, bill
validators and changers. Choose existing headebersif possible to implement the
function required. For instance, a lot of the fumttheaders have generic capability
such as 'Read input lines', 'Test output lineestFolenoids' and ‘Modify master
inhibit status'. The exact implementation of thenowand parameters can be
documented along with the product.

If there are some functions which are totally ualdgnything described in the header

definition table then a new header code will bedeele Special header numbers are
reserved for this purpose.

17. Implementation Standards

For details of which connector to use, refer to'@@nnector Details’ section. The
table shown represents the state of play.

For which commands should be implemented on eagphseal type, refer to the
master cross-reference chart in Appendix 1 - ccCalknmand Cross Reference and
Appendix 13 - Minimum Acceptable Implementations.

For recommended default addresses refer to Table 1.

18. Coin Acceptors - Credit Polling Algorithm

In a typical coin handling application with a siegloin acceptor, only 1 command
needs to be sent regularly by the host machine. i§hthe ‘Read buffered credit or
error codes’ command.

This is a quick guide to the basic software neddedcTalk polling...

Initialisation
Issue ‘Read buffered credit or error codes’ andestwent counter

Continuous Host Polling
Issue ‘Read buffered credit or error codes’ andtkleent counter
If checksum bad or general comms error then retry

If events = 0 and last events > 0 then error camdit power fail and possible lost
credits )

If delta(events) = 0 then no new credits

If delta(events) >= 1 and delta(events) <= 5 thew oredit information

If delta(events) > 5 then error condition ( 1 orrentiost credits )

Each poll returns between 0 and 5 new creditstmratvents.
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18.1 The Credit Poll Watchdog

A feature of many ccTalk serial devices is the addiof a ‘credit poll watchdog'.
Credit polling involves sending the ‘Read buffeoeddit or error codes’ command to
coin acceptors or the ‘Read buffered bill eventshmand to bill validators. If for
some reason the host communication link dies,asgential that coins or bills are not
swallowed ( physically accepted but no credit giyenhis can be prevented by the
peripheral having a watchdog timer triggered off lerial poll command. If the
polling stops, the peripheral goes into an inhskdte. Once polling resumes, the
inhibit state is lifted.

19. Writing Generic Host Software Applications

It is possible with care to write generic host waite to deal with any standard ccTalk
peripheral connected to it. Doing this obviouslguiees a lot more effort than writing
a host application for one specific peripheral tydeore set of ccTalk commands
should be run through first to discover what typeeripheral it is.

Command Return Data Typ¢q Information Gained
Request equipment category id ASCII What sort oipgberal is it ?
Request product code ASCII What model is it ?
Request build code ASCII What build is it ?
Request manufacturer id ASCII Who manufactures it ?

Armed with this information the host applicatiomaaonsult a look-up table of
commands and use the appropriate ones for thehgealbconcerned. Clearly, the
more standardisation there is in the industry ¢dherdata format for different
commands, the less complex the look-up table nieehs.

19.1 Designing a ccTalk API

It should be a straight-forward task in most larggsato write a ccTalk library which
hides the messy process of actually sending amiMieg bytes through the UART.
Once this is written, a simple API can make th& tfsadding extra ccTalk
commands a painless operation.

A simple example is shown below. We define glokzlables or public members
which hold the destination and source addressdsofsircommunication. This saves
having to pass them into the send function eaca.tifo fire off a ccTalk command,
we pass the command header number and an arrayashpters which vary
according to the command. The function can returo@ean to indicate a successful
outcome or if there wasn’t, a comms error in tlaéust string e.g. ‘Error : Bad
checksum’. Some messages will return an ACK ( eeive data ) and others will
return an array of command-specific data.
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Global Variables
destAddress = 2
srcAddress = 1

Functions
BOOL SendccTalkCommand( commandHeader, noParamBytes , paramBuffer][],
noRxDataBytes, rxDataBuffer[], commsStatus )

If TRUE then
ACK or rxDataBuffer contains returned data

If FALSE then
Error string in commsStatus

The entire ccTalk command set is covered by timpka interface ( apart from a
couple of MDCES commands ) and a single line ofe®oode executes the complete
message transfer.

Extra parameters can be added to allow the sevrak@ be selected, the baud rate to
be changed and the receive timeout period to hedraccording to the command.
There may also be options to change the checksuitoohand to enable and disable
encryption.
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20. Multi-Drop Considerations

The ccTalk 3-wire serial interface has been desigaallow a number of peripherals

to be joined together with the minimum of efforh€efe is no restriction on connection
topology - they can be linked in-line, in a ringivm tree structure. This environment

is typically referred to as ‘multi-drop’ since eadévice is dropped off the bus.

A multi-drop environment is obviously a lot morengglicated than a simple
interconnection between one master device andlame device. For a single master,
multiple slave configuration, the major problenaddress resolution. All slave
devices must have a unique address on the busd@ystem to work properly.

The most obvious first step is to ensure that dbfie peripheral devices have different
default addresses. Looking at Table 1 it can be #e# coin acceptors default to
address 2, hoppers to address 3, bill validatodtetc. A problem arises when more
than one peripheral is added of a particular tfoe.instance, it would not be unusual
in a vending machine to have 3 hoppers paying loamge. As it would not be
practical for peripheral manufacturers to producarge of build variants having
different default addresses, together with the lgrolof the units getting mixed up
when they look identical, it is preferable on thdsgices to have a means of external
address selection. This might be a DIP switch eR@B or address selection via the
wiring harness on the connector. The wiring harmesthod is particularly convenient
for machine manufacturers as it means that a physasition within the machine will
always have the same address.

To support more advanced applications such as Ipatdgframming of coin acceptors,
ccTalk has command support for dynamic addres3inig. basically means that
device addresses can be resolved and changediviasomeans alone ( assuming
the device supports dynamic addressing ). So wiel gbug 10 identical coin
acceptors all with address 2 into a PC and tes$t eae individually.

To provide comprehensive multi-drop support we hiaeeMDCES commands - see

the section below. Many multi-drop networks areed®inate ( addresses known ) and
so these extra commands are not needed.

20.1 Practical Limitations of Multi-Drop Networks

There is a common 0V line running between all gerpl devices - if this is a
problem due to differing ground potentials thencsecircuitry needs to be used - for
instance the use of opto isolators or thresholthgel comparators.

The maximum length of connection will depend ondkgree of electrical noise (
radiated and conducted ) in the system. We areatipgrat relatively low baud rates,
which makes matters better, but at low voltageschvimakes matters worse. In its
simplest form, ccTalk is not designed to operater onore than 10 metres of
unscreened cable.
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20.1.1 Maximum Number of Network Devices

The following restrictions apply when connectingslof peripherals to the ccTalk
bus.

20.1.1.1 Logical Addressing

The protocol allows the logical connection2%4 devices

20.1.1.2 Electrical Loading

Each device added to the bus places an electoadldn it. The extent of the loading
will be application dependent but taking a typisas pull-up resistor of 10K to +5V,
if each device receiver sinks 10uA then a toté?®@tevicesvould lower the bus
voltage by 2V. Any more drop than this would sesigicompromise the noise
immunity.

20.1.1.3 Address Randomisation

This section only applies if devices are not iiged with unique addresses...

For the MDCES randomise command to have a goodcehaimot setting 2 devices
to the same address, it is suggested no moreBthamicesare connected to the bus.
The statistical chance of a clash occurring is athan 10. In which case, the network
would have to be randomised again which delaystd-up sequence by a couple of
seconds. The chance of more than a 5s delay weudtbout 1 in 1000.

Refer to Appendix 8 if you are interested.
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20.2 MDCES - Multi-Drop Command Extension Set

TheccTalk MDCES ( Multi-Drop Command Extension Set ) gives addisib
functionality to multi-drop applications. Howevegme MDCES commands by
necessity do not conform to the standard ccTalksages format.

In most situations it is possible to have devicgragses configured before use so that
no address ambiguities arise. In a few situatinaes; devices will be plugged into the
network without prior knowledge. The host controleeds then to perform a

network scan to automatically determine new adeeasd resolve address
ambiguities. It is in these circumstances the MD®E&omes useful. Note that the
current serial protocol does not supgduot-plugging of peripherals - the host device
must be informed by other means of a change inar&taonfiguration.

The key problem of a multi-drop network is all klaedressed devices responding at
once. The response of 2 special commands has ingggdito 1 byte to reduce the
collision complexities. These commands are the résklpoll’ to determine attached
devices and the 'Address clash’ to determine ifdawices have the same address.
The byte they return is delayed by a certain amolime address poll command delays
the response by a time proportional to the addrals®. The address clash command
delays the response by a time proportional to dawmvalue. After sending one of
these two commands, some or all of the followingrés could occur :

a) No collision. The returned bytes are completely separate.

b) Collision. The returned bytes overlap but are staggeracimite. the start bits are
non-synchronous. This can result in a framing esrak or more bytes with the wrong
value.

c) Unison. The returned bytes are in unison and are readsagjle byte with no
errors. Although in theory 2 devices with the saddress should respond identically
in time, variations in clock speeds, asynchronaternal timing and physical
propagation delays means this is unlikely to bectse.

Although the possibilities look complicated, inigéint host software making use of
the commands detailed below can sort the messepyteasily. Obviously there is no
problem for a pre-configured network with all adgr@mbiguities resolved
beforehand.

Headers 253 and 252 are used to check that thereeano address ambiguities.
The most important command of all is header 25Ckvian randomise a slave device

address. This can be done on a subset of slaviesheisame destination address or
across the entire network ( destination addres$.= 0
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20.2.1 Address Poll, Header 253

The host issues this command with a zero destinatia@ddress ( the broadcast
address ) so that all attached devices respond.

Transmitted data: <none>
Received message : {variable delay} <slave addrgtes>

This command is used to determine which devices@maected to the bus by
requesting that all attached devices return thadress. To avoid collisions, only the
peripheral address byte is returned and it is meiat a time proportional to the
address value.

Slave Response Algorithm

Disable rx port

Delay ( 4 * addr ) ms

Send [ addr ]

Delay 1200 - (4 * addr ) ms
Enable rx port

|
TX t =4 * address |
R :

Address poll [¢&———»
RX '

Address byte

t is measured from the end of the last TX stop bit to the beginning of the RX start bit

The algorithm produces an overall delay of 12000ménd which time the slave
receive port should be disabled to avoid pickingugeTalk message packet
composed of seemingly random bytes.

If the host machine receives all bytes returnechbmutl.5safter issuing this
command, it can determine the number and addressg¢tached devices.

At 9600 baud, a theoretical bus consisting of 2&ched devices would return a
stream of 1ms address bytes spaced 3ms apartefipagral devices should maintain
an accuracy af1.5ms akachaddress value to prevent unnecessary clashes when
devices are close togethdiote that some ccTalk peripherals may have difficulty
maintaining that tolerance depending on task priorities and clock accuracy. Any

random timing variation can be alleviated by retrying the address poll 2 or 3 times

until a satisfactory address resolution is achieved.
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20.2.2 Address Clash, Header 252
The host issues this command with a specific deséition address.

Transmitted data: <none>
Received message : {variable delay} <slave addrgtes>

This command is used to determine if one or mowecds share the same address. To
avoid collisions, only the peripheral address lyteturned and it is returned at a
time proportional to a random value between 0 &t 2

Slave Response Algorithm

r = rand( 256 ) // random value in the range 036 2
Disable rx port

Delay (4 *r) ms

Send [ addr ]

Delay 1200 - (4 *r) ms

Enable rx port

|
X t =4 * random |
N — [

Address clash I<—>:

RX

Address byte
t is measured from the end of the last TX stop bit to the beginning of the RX start bit

The algorithm produces an overall delay of 12000ménd which time the slave
receive port should be disabled to avoid pickingugeTalk message packet
composed of seemingly random bytes.

If the host device receives all bytes returnedatowutl.5safter issuing this command,
it can determine the number of attached devicesrghthe same address.

There is of course the possibility that 2 randoihidevices share the same address
and random number but the likelihood of this odagrin a small network is low
enough to ignore (1 in 254 * 256 = 1 in 65,02Ar).address clash is easy to pick up
later as comms errors would occur.

The random number can be generated by the micnatientin a number of ways. If it
is timer based then there could be a correlatitwéd®En power-up time and a random
number generated at any particular moment in tinece networked devices could
easily share the same power bus, it may be prééetalstore a pseudo random
number in EEPROM during the factory set-up process.

The same random number can be used by a perigaaialtime. It doesn’t have to
change each time this command is sent.
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20.2.3 Address Change, Header 251

Transmitted data : [ address ]
Received data: ACK

This command allows the addressed device to haagldress changed for subsequent

commands. The host sends 1 data byte, the valrhioh is the new address. Itis a
good idea to make sure that 2 devices do not shareame address before sending
this command. A full ACK message is returned.

Note the ACK is sent back from the original addresd the changed address. In other

words, the change to the ccTalk address field iedfter the ACK is returned rather
than before.

e.g.
TX =002 001 001 251 003 254 - Change from address 2 to 3
RX=001000 002 000 253 - ACK from address 2

20.2.4 Address Random, Header 250

Transmitted data : <none>
Received data: ACK

This command allows the addressed device to haaldress changed to a random
value. This is the escape route when you find loatt éne or more devices share the
same address. Randomise their addresses and beetlagain. A full ACK message
IS returned.

To simplify host software, any address clash i tealt with by randomising the
entire network with the broadcast address. Indage, all peripherals will reply
together with an ACK which will be seen as garbdge to clashing. The host
software should therefore ignore all return byted @@mmunication errors
immediately after a broadcast randomise command.

Slave devicesust not allow the random address value to be changed th®
broadcast address ) or 1 ( the host address).

Note the ACK is sent back from the original addresd the changed address. In other

words, the change to the ccTalk address field iedfter the ACK is returned rather
than before.
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21. Discussion of Transitory versus Steady-state Events

The primary mechanism used to transfer informatiiom a peripheral to the host
machine is through event polling.

For coin acceptors this is...
Header 229, Read buffered credit or error codes

For bill validators this is...
Header 159, Read buffered bill events

For hoppers this is...
Header 166, Request hopper status

The hopper is slightly different in that the staituf®rmation just contains details of
coins paid and coins unpaid. The coin acceptotdhdalidators can both report
events as well as credits.

Events can either be transitory such as...
» Coin going backwards

» Credit sensor timeout

* Invalid bill ( due to validation fail )

» Stacker inserted

But there are other events which can possibly begeent...
» Credit sensor blocked

» Sorter opto blocked

» Bill jammed in transport ( unsafe mode )

» String fraud detected

The philosophy of ccTalk is to only report ‘set’eens back to the host but not ‘clear’
events. This cuts down on the number of eventadlground - ‘String detected’ is not
followed by ‘String not detected’ etc. Events aot bracketed but are single-shot
notifications of anything unusual. To find out wihet an event is still occurring, the
host should switch to a steady-state status commnmaaual alternative polling loop.

The steady-state status is provided by the diagnosinmands available on all
peripherals.

For coin acceptors & bill validators these are...
Header 232, Perform sel f-check

For hoppers this is...
Header 163, Test hopper

The hopper test can be done if the paid coins fwthe motor stops ) is less than the
value requested. The reason for the underpay cdisbevered by looking at the
hopper status flags. This may be due to the hdppet being empty or a deliberate
fraud attempt.
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So how does this actually work in practice ? Sdevihe

Device-side Operation

Fault develops

Self-inhibit to prevent further acceptance of coins or notes
Latch fault code ‘B’

Report event ‘A’ when polled ( single occurrence )

Report fault ‘B’ when polled

If the fault goes away then...

Re-enable to resume acceptance of coins or notes
Report fault ‘OK’ when polled

Report new events when polled

Host-side Operation

Poll events returns event ‘A’
Change polling loop to self-check diagnostics
Fault poll returns ‘B’

If the fault goes away then...

Fault poll returns ‘OK’

Change polling loop to events

Poll events returns new events as they occur

Operation is ‘safe’ in that the host machine isnegjuired to take any action in the
event of a fault as the peripheral device will selfibit immediately. The ‘Modify
inhibit status’ and ‘Modify master inhibit statusimmands do not have to be sent.

The diagnostics loop should be reasonably tiglutl(gi least once per second ) in
case the device recovers and new credit eventsatiag to be polled. If the host
wishes to permanently shut down the device onifiditation of a fault it can always
iIssue a master inhibit.

As can be seen, event code ‘A’ is mapped into b tade ‘B’. Looking at the list of
event codes ( Table 2, 7 ) and fault codes ( Tablg can be seen that a one to one
mapping does not always exist. Fault codes gegerdite to a physical component
or sensor whereas event codes relate to an aativdgsumed activity. But it should
be straight forward to map one into the other aystiesn integrity will not be
compromised by an incorrect mapping. It is merelfadogging activities that are
affected.

For instance, we could map an event code of ‘Csatisor blocked’ to a fault code of
‘Fault on credit sensor’. Whether the fault is do@ coin blocking the credit sensor
or a fault with the credit sensor itself does matlly matter as far as the logic is
concerned. In fact, it is unlikely the coin acceptself can distinguish between the
two conditions.
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In actual operation, we could have a transitoretditrsensor blocked’ event due to a
slow or partially trapped coin. If the conditiomrains then the coin acceptor will
report a ‘Fault on credit sensor’ until the coieds itself or a service engineer is called
out to investigate further.

In this way, both transitory and steady-state esyant handled by ccTalk.

22. Contact Information

CRAN E PAYMENT SOLUTIONS

&
0'0.

Money Controls *

Please pass any comments you have on the ccTalisgigon or requests for new
features to...

Andy Barson,

Software Manager,

Crane Payment Solutions Ltd.,
Coin House,

New Coin Street,

Royton, Oldham,

Lancashire OL2 6]Z.
ENGLAND.

Tel: +44 (0) 161 678 0111
Fax: +44 (0) 161 628 5860

E-mail; abarson@moneycontrols.com or abarson@cps.com

ccTalk Web Sitehttp://www.cctalk.org

Crane Web Sitdhttp://www.craneps.com

Wikipedia: http://en.wikipedia.org/wiki/ccTalk

Please check the cctalk.org web site for updates to this specification.
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