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1. Introduction

This document gives a definitive list of all ccTa@mmands so far. They are listed in
reverse header number order for the following reaso

» Historical. Headers were defined from the top doards. The most recent
additions to the specification are towards the end.
* Speed. A manual search knowing the header numioeiigk.

If you are only interested in a specific type ofipkeral and are unsure as to which
commands need to be implemented then refer to Appdnwhich is a master
command cross-reference. For example, you caraflrmbmmands that might be
used on a coin acceptor.

There is no requirement on a ccTalk peripherafplément the full command set.
Refer to specific product documentation from eaemufacturer to find the level of
support.

2. Notation

Themaster device initiates a communication sequence andssermdmmand or a
request for data. The wordsmster, host andserver are interchangeable in this
respect. Example masters include a PC, VMC and MPU.

Theslavedevice responds to a command with an acknowledgenessage
containing 1 or more data bytes. The wasldse, guest, client and peripheral are
interchangeable in this respect. Example slavdadea ‘Coin Acceptor’, ‘Payout’
and ‘Bill VValidator’.

Transmitted data in the command description is data sent from thetar to the
slave.

Received datain the command description is data received byrhster from the
slave. Note that due to the bi-directional data,lthe master may also loop-back its
own transmitted data firstthis is not shown

For clarity, the full ccTalk message packet isstawn in the command description -
only the data fields The destination and source address ( if usedl paviset
accordingly. The length byte will reflect the safethe data packet and the checksum
will be calculated for the complete message. Theevaf the header byte is shown
separately for each command.

Values between square brackets, [ XXX ], indicagssage bytes. All data bytes are
shown in decimal unless otherwise stated. The lytdabe left are those transmitted
or received first.
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Some data bytes are shown in binary, e.g. XXXX00Ll1a total of 8 bits, the lower 4
bits of which are specified.

1 indicates a bit set to logic one ( set)

0 indicates a bit set to logic zero ( cleared )

X'indicates a bit in a don't care or undefined stat e

| indicates a field separator ( for display clarity only)

Note thatwithin a byte, the MSB ( most significant bit ) is on tef# and the LSB (
least significant bit ) is on the right.

Bulk transfer convention : Data can d@wvnloadedto the master from the slave, and
uploadedto the slave from the master. The slave devioesoaated ‘uphill’ in
ccTalk parlance.

2.1 Key

<none> No data bytes.
The rest of the message packet is still transthdtereceived though.
<variable>  One or more data bytes
ACK The standard ccTalk ACK message
ASCII An ASCII string received as characters eifj.'’€’ ‘I' '’ ‘0’
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3. Command List

3.1 Header 255 - Factory set-up and test

Transmitted data : <variable>
Received data: ACK or <variable>

This command is reserved for functions needed duha manufacture of a product

and is not intended for general use. Every manufactan define their own set of
functions buried behind this header number.

3.2 Header 254 - Simple poll

Transmitted data : <none>
Received data: ACK

This command can be used to check that the slaveedis powered-up and working.
No data is returned other than the standard ACKsagsand no action is performed.
It can be used at EMS ( Early Morning Start-up ¢ghieck that the slave device is
communicating. A timeout on this command indicatdaulty or missing device, or
an incorrect bus address or baud rate.

*** All ccTalk peripherals must reply to a simple poll ***

3.3 Header 253 - Address poll

Refer to the section on MDCES.

3.4 Header 252 - Address clash

Refer to the section on MDCES.

3.5 Header 251 - Address change

Refer to the section on MDCES.

3.6 Header 250 - Address random

Refer to the section on MDCES.
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3.7 Header 249 - Request polling priority

Transmitted data : <none>
Received data: [units][ value ]

This is an indication by a device of the recommenpialing interval for buffered
credit information. Polling a device at an interlaiger than this may result in lost
credits.

[ units ]

0 - special case, see below
1-ms

2 -x10 ms
3 - seconds
4 - minutes
5 - hours

6 - days

7 - weeks

8 - months
9 - years

If units = 0 and value = 0 then refer to the prdaduanual for polling information
If units = 0 and value = 255 then the device uskeardware REQUEST POLL line

3.8 Header 248 - Request status

Transmitted data : <none>
Received data: [ status]

This command reports the status of a coin acceptor.

<<< Refer to Table 4 >>>

3.9 Header 247 - Request variable set

Transmitted data : <none>
Received data: <variable>

This command requests variable data from a slavieeleSome of the returned
variables may be useful to a host application amdesmay not, but any data is
application specific. Refer to the product manwoalrhore details.

On a Bill validator
2 variables have now been universally defined fibvhlidator products...

[ variable 1] - No. of bill types concurrently qagrted ( typically 16 to 64 )
[ variable 2 ] - No. of banks supported ( typicdlly
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3.10 Header 246 - Request manufacturer id

Transmitted data : <none>
Received data: ASCII

The manufacturer's unique identification stringeirned.

For example, ‘Money Controls’. Alternatively, it jmappear in abbreviated format
e.g. ‘MCI’.

<<< Refer to Table 6 >>>

3.11 Header 245 - Request equipment category id

Transmitted data : <none>
Received data: ASCII

The standard equipment category identificatiomgtrs returned.

<<< Refer to Table 1 >>>

3.12 Header 244 - Request product code

Transmitted data : <none>
Received data: ASCII

The product code is returned. No restriction omfai

The complete product identification string can lkéedmined by using ‘Request
product code’ followed by ‘Request build code’.

Caution should be exercised if you are writing a h&t driver and are checking to see if the
product code matches a known string e.g. SCH2. If aewer version of the product is brought out
by the peripheral manufacturer e.g. SCH3, then it my mean the peripheral will no longer work
with that machine. This may or may not be desirabledepending on the rules governing
operation of that machine. The recommendation is tonatch the string returned by ‘Request
equipment category id’ and ‘Request manufacturer idrather than ‘Request product code’. If

the product code must be used then perhaps only thigst few letters are checked e.g. SCHxxx, to
cover future upgrades of that product type.

3.13 Header 243 - Request database version

Transmitted data : <none>
Received data: [ calibration database no. ]

This command retrieves a database number fron2%5avhich may be used for
remote coin programming.

A database number of 0 indicates remote coin programming is not possible.
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3.14 Header 242 - Request serial number

Transmitted data : <none>
Received data: [serial 1 ][ serial 2 ][ sefdl

This command returns the device serial numbernaryiformat and for most
products a 3 byte code is sufficient.

serial 1 = LSB

24-bit serial number in decimal = [ serial 1 ] +6295[ serial 2 ] + 65536 * [ serial 3 ]
Range 0 to 16,777,215 ( ~16 million )

Adding an extra data byte will increase the largestluct serial number to
4,294,967,295 ( ~4 billion ).

3.15 Header 241 - Request software revision

Transmitted data : <none>
Received data: ASCII

The slave device software revision is returned r@&l®no restriction on format - it
may include full alphanumeric characters.

Any change to slave software, however minor, shoeldeflected in this revision
code.

3.16 Header 240 - Test solenoids

Transmitted data : [ bit mask ]
Received data: ACK

Implemented on slave devices which use solenoids.

The solenoids are pulsed for a set time. The bgknnadicates which solenoids to
operate.

[ bit mask ]

The following bits have been defined for a coinegtor :
Bit O - Accept gate solenoid. 0 = no action, 1 #spu

Bit 1 - Sorter solenoid 1

Bit 2 - Sorter solenoid 2

Bit 3 - Sorter solenoid 3
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The slave ACK is usually returnedter the solenoid de-activates, perhaps 500ms
later. For solenoids with opto feedback, the ACKyrba returned prior to the
solenoid activating to allow header 236, ‘Read a&tes’, to report the activation
state of the optos.

This command can be extended over several data bgte.g.
[ bit mask 1 ] [ bit mask 2 ] [ bit mask 3 ]...

3.17 Header 239 - Operate motors

Transmitted data : [ bit mask ]
Received data: ACK

Implemented on slave devices which use motors.

[ bit mask ]
Each bit controls a motor. 0 = motor off, 1 = mabor

3.18 Header 238 - Test output lines

Transmitted data : [ bit mask ]
Received data: ACK

Implemented on slave devices which have an output p

Various output lines are pulsed. The bit mask iadis which lines to pulse. The
length of the pulses is product specific.

[ bit mask ]
Each bit refers to an output line. 0 = no actios, dulse.

The slave ACK is returned after the line de-actgat

This command can be extended over several data bgte.g.
[ bit mask 1 ][ bit mask 2 ] [ bit mask 3 ]...

3.19 Header 237 - Read input lines

Transmitted data : <none>
Received data: <variable>

Implemented on slave devices which have an inprit po
This command requests various input data fromaegdavice and is an excellent
debugging tool. It can be used to check the operati switches, push buttons,

connector signals, processor input lines etc.

Refer to the product manual for more details.
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3.20 Header 236 - Read opto states

Transmitted data : <none>
Received data: [ bit mask ]

Implemented on slave devices which have optos.

This command is used to check the state of vaonpts devices in the slave device.
Refer to the product manual for more details.

[ bit mask ]
Each bit refers to an opto. 0 = opto clear, 1 =odpdcked.

This command can be extended over several data bgte.g.
[ bit mask 1 ] [ bit mask 2 ] [ bit mask 3 ]...

3.21 Header 235 - Read DH public key

This command is used for Diffie-Hellman key sharing between host and peripheral.

Transmitted data : [ mode ]
Received data: [status]or[keyl1l]][key 2gly 3]...

[ mode |
0 - request status
1 - request public key

[ status ]
0 - shared key calculation in progress
1 - shared key ready

[ key]
The key length depends on the maximum prime sippated by the hardware.

If mode = 1 then the host can request the DH pudaicfrom the peripheral. This is
returned LSB first. The length will depend on tlmeqessing capability of the
peripheral e.g. 128 bytes for 1024 bit DH.

Once the host sends the DH host public key usiagdmmand below, it can poll the
peripheral status to see when it has performetth@ltalculations necessary to create
the shared key for AES-256 encryption. The hostis¢mode | = 0 and the
peripheral returns a status of 1 when it is ready.

The device should respond to every status requsnviLs despite the heavy
number-crunching.

The host should not attempt any other command th&ishared key is ready.
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3.22 Header 234 - Send DH public key

This command is used for Diffie-Hellman key sharing between host and peripheral.

Transmitted data : [key 1] [key 2 ][ key 3]...
Received data: ACK

This command transfers the DH host public key eogaripheral. The LSB is sent
first. An ACK is returned immediately and the cdation of a shared key in the
peripheral is then started. The host can use #dqars command in a status polling
mode to find out when the calculation is completieich may be many seconds later.

3.23 Header 233 - Latch output lines

Transmitted data : [ bit mask ]
Received data: ACK

Implemented on slave devices which have an output p

Various output lines are latched. The bit maskdatéis which lines to latch. Polarities
and bit mask interpretation will be detailed in greduct manual.

This command can be extended over several data bygte.g.
[ bit mask 1 ] [ bit mask 2 ] [ bit mask 3 ]...

3.24 Header 232 - Perform self-check

Format (a)
Transmitted data : <none>
Received data : [ fault code ]

Format (b)
Transmitted data : <none>
Received data : [ fault code ] [ extra info ]

This command instructs the peripheral device téoper a self-check, i.e. a full
diagnostic test without user intervention. The aktevel of testing is decided by the
slave rather than the host and a fault code isrreth Some slave devices support an
additional byte of information for certain faultames.

Where more than one fault exists on a productigamill be reported in priority
order. Once one fault is fixed, the next fault odl reported. The time to execute this
command should be made clear in the product manual.

<<< Refer to Table 3 >>>
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3.25 Header 231 - Modify inhibit status

Transmitted data : [ inhibit mask 1 ] [ inhibit nka®]...
Received data: ACK

This command sends an individual inhibit pattera tin acceptor or bill validator.
With a 2 byte inhibit mask, up to 16 coins or bdkn be inhibited or enabled.

[ inhibit mask 1 ]
Bit 0 - coin / bill 1

Bit 7 - coin / bill 8

[ inhibit mask 2 ]
Bit 0 - coin / bill 9

Bit 7 - coin / bill 16

0 = coin / bill disabled ( inhibited )
1 = coin / bill enabled ( not inhibited )

The product manual should make clear whether tbleseges are permanent ( stored
in non-volatile memory ) or temporary ( stored iIANR).

3.26 Header 230 - Request inhibit status

Transmitted data : <none>
Received data: [ inhibit mask 1 ] [ inhibit mask. 2

This command requests an individual inhibit patfeom a coin acceptor or bill
validator.

See ‘Modify inhibit status’ for more detalils.

3.27 Header 229 - Read buffered credit or error codes

Transmitted data : <none>

Received data: [ event counter ]
[ result 1A ] [result 1B ]
[ result 2A ] [ result 2B ]
[ result 3A ] [ result 3B ]
[ result 4A ] [result 4B ]
[ result 5A ] [ result 5B ]

This command returns a past history of event céates coin acceptor in a small data
buffer. This allows a host device to poll a coiceutor at a rate lower than that of
coin insertion and still not miss any credits drestevents.

The standard event buffer size is 10 bytes whichlattes per event is enough to
store the last 5 events.
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A new event ripples data through the return dateeband the oldest event is lost.
For example, consider a 5 event buffer :

result 5A= lost
result 5B= lost

result 4A= result 5A
result 4B= result 5B

result 3A= result 4A
result 3B= result 4B

result 2A= result 3A
result 2B= result 3B

result 1A= result 2A
result 1B= result 2B

new result A= result 1A
new result B> result 1B

An event counter is used to indicate any new evamdisthis must be compared at
each poll to the last known value.

[ event counter ] minus [ last event counter ]| New data stored in result...

g|a|lw|N|k|o
il

—F

& others are los

»
F

[ event counter ]
0 ( power-up or reset condition )
1 to 255 - event counter

[ result A]

1 to 255 - credit

0 - error code

[ result B ] for credits

0 - no sorter supported

1 to 8 - sorter path

[ result B ] for error codes

<<< Refer to Table 2 >>>
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The event counter is incremented every time a meditcor error is added to the
buffer. When the event counter is at 255 the neghecauses the counter to change
to 1. The only way for the counter to be O is aveup or reset. This provides a
convenient signalling mechanism to the host mactiiata major fault has occurred.

Examples

event counter | last event countel new events
23 23 0
104 102 2
1 255 1
3 253 5
54 48 one lost event
0 67 unknown - power fail

The result codes are stored in a 2 byte formahelffirst result code (result A) is
zero then this is a reject or error event rathan th coin credit and the reject / error
code is stored in result B. If the first result ead non-zero then the value indicates
the type of coin accepted (usually 1 to 12 or 189 and the second result code (
result B)) is the sorter route the coin went do®orter routes are typically 1 to 4 or 1
to 8 with O reserved for no sorter operation.

3.27.1. Event Code at Power-up or Reset

When a peripheral powers-up the event counterbgiltero and the event buffer will
be zero; 5 pairs of [ 0 ] [ O ] codes. Typicallgthost software will enable the device
for coin acceptance and then nothing will happean arcoin is inserted which may
be many hours later. Then the event counter widhge to 1 and the host software
can read out the new event, which is the first vieom the event buffer.
Subsequently, any change in the event counterrtodiging polling will indicate that
power to the device has been interrupted and timeamceptor will need re-enabling.

Host software has to be state aware in that itsie@detain a copy of the last event
counter so that on reading the current event couintan calculate how many new
events have been generated on the device.

An example of the initialisation logic on the hegle is...

If events = 0 And lastEvents <> 0 Then ‘unexpected reset !
lastEvents = 0
EnableCoins()
Elself events = 0 And lastEvents = 0 Then
primedNewEventFlag = True
Elself events <> 0 And lastEvents = 0 And primedNew EventFlag = False Then
lastEvents = events
End If

So if the event counter is zero but the last egenhter wasn’t zero then an
unexpected reset must have occurred. There is addigonal logic to initialise the
last event counter with the correct starting value.

There is a potential problem that could occur betwie device powering-up and the
first event. If the coin acceptor is enabled bpbaer-loss or reset occurs prior to the
first event, the host software will just see a zevent counter and have no knowledge
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of the device inhibiting itself. When coins arearted they will be reported as
‘Inhibited coin’.

There are 2 preferred resolutions. One is for thet koftware to verify or re-apply
inhibits as and when necessary. This could be edtaiving an unexpected ‘Inhibited
coin’ event from the device, or at regular timingervals. The other is for the device
itself to auto-increment to event 1 after beindgublwith a zero event counter. The
device would normally place a null event [ 0 ]] &n the event buffer in this situation
( most devices clear RAM during initialisation )daibh would be assumed that any
host software would simply ignore this null evarbwever, it is preferable to create a
dummy ‘inhibited coin’ event for maximum compatitylwith legacy machines. This
would be the event code [0 ][ 2].

The product manual for a ccTalk device should na@é&ar which method above is
being used and what expectation there is on thierhashine software.

3.28 Header 228 - Modify master inhibit status

Transmitted data : [ XXXXXXX | master inhibit statl
Received data: ACK

[ master inhibit status ]
Bit O only is used.

0 - master inhibit active
1 - normal operation

This command changes the master inhibit statusarstave device. In a coin
acceptor, if the master inhibit is active then nmms can be accepted. Likewise for a
bill validator.

The product manual should make clear whether thasge is permanent ( stored in
non-volatile memory ) or temporary ( stored in RAM

3.29 Header 227 - Request master inhibit status

Transmitted data : <none>
Received data : [ XXXXXXX | master inhibit status ]

This command requests the master inhibit stattiseirslave device.

Refer to the ‘Modify master inhibit status’ comméiod polarity.
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3.30 Header 226 - Reguest insertion counter

Transmitted data : <none>
Received data: [countl][count2]][count3]

count1l =LSB
This command returns the total number of coindlg put through a device.

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 ] + 65536 * [ count 3 ]
Range 0 to 16,777,215

Restrictions on use and likely accuracy will be makkar in the product manual.

3.31 Header 225 - Request accept counter

Transmitted data : <none>
Received data: [countl][count2]][count3]

This command returns the total number of coindlg bccepted by a device.

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 ] + 65536 * [ count 3 ]
Range O to 16,777,215

Restrictions on use and likely accuracy will be makkar in the product manual.

3.32 Header 224 - Request encrypted product id

Transmitted data : [ challenge 1] [ challenge 2 ]

Received data: [ CRC checksum LSB ][ manuf Ijghuf 2 ] [ manuf 3 ]
[ product 1 ][ product 2 ] [ product 3 ] [ produt]
[ product 5] [ product 6 ] [ product 7 ] [ prodi&]
[ serial 1] [ serial 2] [ serial 3 ][ challengg

[ revision 1] [ revision 2 ] [ revision 3] [ r&sion 4 ]

[ revision 5] [ revision 6 ] [ revision 7 ] [ résion 8 ]

[ revision 9 ] [ revision 10 ] [ revision 11 ] gvision 12 ]

[ serial 4 ] [ random ] [ challenge 2 ] [ CRC ckheam MSB ]

This command returns encrypted product identificatiata to the host ( 2 blocks of
16 bytes which can be AES encrypted ).

For security, the host transmits 2 plain-text aradle bytes which are then returned by
the device within the encrypted reply packet. Attecrypting the return packet the
host should verify that the challenge bytes arexagcted, as well as a CRC
checksum to confirm the data is valid ( and thatdbrrect decryption key has been
used ). There is 1 random byte in the reply as.well

The 32 return bytes are AES encrypted by the dgvicklocks of 16 bytes).
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The CRC-16 checksum uses the same algorithm asTadk packet structure when
protocol level encryption is enabled. The CRC iswated for the 30 bytes between
[ manuf 1 ] and [ challenge 2 ] inclusive.

[ manuf ]
3 x ASCII characters.

Abbreviated manufacturer name.
See the ccTalk generic specification : Part 3, @ &bl
Upper case only.

[ product ]
8 x ASCII characters.

This is the product name. It may be abbreviatdt teithin the 8 characters.
Left justified and right padded with spaces ( AS&1l). May contain upper / lower
case.

[ serial |
4 bytes binary. Range 0 to 4,294,967,295.

serial 1 = LSB, serial 4 = MSB

Note that ccTalk header 242, ‘Request serial numbgually returns a 3 byte serial
number. An extended 4 byte range is supported here.

The serial number is numerical only and must bgumior a given manufacturer /
product name.

[ revision ]
12 x ASCII characters.

This is the firmware revision string and usuallytans a numeric part
e.g. HOPPER-V1.23

Left justified and right padded with spaces ( AS&1l). May contain upper / lower
case.

3.33 Header 223 - Modify encrypted inhibit and override reqgisters

Transmitted data : [ inhibit 1 ] [ inhibit 2 ] [Imbit 3 ] [ inhibit 4 ]
[ cash value 1] [ cash value 2 ] [ cash valud 84sh value 4 ]
[ coin count 1 ][ coin count 2 ] [ coin count B¢oin count 4 |
[ sorter override mask |

Received data: ACK

This command controls coin acceptance in the catetor; both whether a coin is
accepted or rejected, and where the coin is rouéegl hopper or cashbox ).

It allows a more accurate coin by coin controllad toin acceptor in situations where
serial latency is a problem. It can be used instéad
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Header 231 - Modify inhibit status
Header 222 - Modify sorter override status

The inhibit mask controls which coins are enabledisabled. The cash value sets a
maximum value that can be accepted ( coins arbléddy the peripheral
accordingly ). The coin count sets a maximum nunotbeoins that can be accepted (
coins are disabled by the peripheral accordinglhg sorter override mask forces
subsequent hopper coins to cashbox.

[ inhibit mask ]

BO - Coin Type 1 ( O - coin inhibited, 1 - coin éhed )
B1 - Coin Type 2

B2 - Coin Type 3

B31 - Coin Type 32

Each bit controls a coin inhibit. Inhibit mask ltlie LSB and controls coin types 1 to
8; inhibit mask 4 controls coin types 25 to 32.

There is support for up to 32 coin types even thaogy 16 types are used in most
coin acceptors.

The default operation is to have all inhibit magkels set to 255. There is no problem
enabling unsupported or unprogrammed coin types.

[ cash value ]
0 - disabled
1 or more - maximum cash value which can be acdepte

This is a single value in 4 bytes ( 0 to 4,294,963,). Cash value 1 is the LSB.

The cash value is specified in terms of the lowmeshetary unit in that currency e.g.
cents, pence, pesos etc.

The coin acceptor will accept coins up to the valpecified ( and using the inhibit
mask supplied ). Inserted coins which take the dative total above this amount will
be rejected regardless of the inhibit status. Egede 1, ‘Reject coin’, will be
returned for these coins. Every time the host sémdscommand the cumulative total
IS reset to zero.

The use of this field alleviates the problems Matiency while waiting for a serial
credit and trying to apply an inhibit mask befdne hext coin is entered. Latency is
usually worse when high-strength encryption is geised.

[ coin count ]
0 - disabled
1 or more - maximum number of coins which can epted

This is a single value in 4 bytes ( 0 to 4,294,963,). Coin count 1 is the LSB.
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The coin acceptor will accept coins up to the tatahber specified ( and using the
inhibit mask supplied ) and then reject all subseqeoins. Event code 1, ‘Reject
coin’, will be returned for these coins. Every tithe host sends this command the
cumulative coin count is reset to zero.

The use of this field alleviates the problems Matiency while waiting for a serial
credit and trying to apply an inhibit mask befdne hext coin is entered. Latency is
usually worse when high-strength encryption is feised.

[ sorter override mask |

BO - Sorter Path 1 ( O - cashbox sorting, 1 - ndiSn&ing )
B1 - Sorter Path 2

B2 - Sorter Path 3

B3 - Sorter Path 4

B4 - Sorter Path 5

B5 - Sorter Path 6

B6 - Sorter Path 7

B7 - Sorter Path 8

Each bit controls a sorter path divert; not a d¢gpe. Up to 8 sorter paths (i.e.
hoppers ) are supported. If a sorter path has arride then the coin will be sent to
an auxiliary or default path; usually the cashbox.

The default operation is to have the sorter overnhsk set to 255.

3.34 Header 222 - Modify sorter override status

Transmitted data : [ sorter override bit mask ]
Received data: ACK

[ sorter override bit mask ]
BO - Sorter Path 1

B7 - Sorter Path 8

0 = sorter override to a different or default path
1 = no action, normal sorting

This command allows the sorter override statustedi in a coin acceptor. Each bit
represents a sorter path for the accepted coirrdaverrides that sorter path to
another one ( possibly thiefault sorter path ).

The product manual should make clear whether thasge is permanent ( stored in
non-volatile memory ) or temporary ( stored in RAM
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3.35 Header 221 - Request sorter override status

Transmitted data : <none>
Received data: [ sorter override bit mask ]

This command returns the sorter override statasdain acceptor. Each bit represents
a sorter path for the accepted coin. A zero mdaaisthe sorter path has an active
override.

Refer to the ‘Modify sorter override status’ comrddar more details.

3.36 Header 220 - ACMI encrypted data

Transmitted data : <variable>
Received data: <variable>

This is a wrapper header for the ACMI protocol ie@nf ccTalk. The transmitted

and received data blocks are multiples of 16 mwalES encryption. The full ACMI
command set is published in another document.

3.37 Header 219 - Enter new PIN number

Transmitted data: [PIN1][PIN2][PIN 3PIN 4]
Received data: ACK

Certain commands can be PIN protected - referdgtbduct manual for a list of
commands which support this feature. The existingypmber can be changed with
this command, but as this command is itself PINguted, the existing PIN number
must already have been entered.

If any ccTalk command is used with the wrong PINnber ( including this command
) then there is no response from the slave device.

The PIN number is a 32 bit binary number givingd4,267,296 combinations.

Assuming it takes about 50ms per guess, an averfagyd years would be needed to
crack the code.

A new PIN number of ZERO disables the PIN numbechmaism.
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3.38 Header 218 - Enter PIN number

Transmitted data: [PIN1][PIN2][PIN 3 PIN 4]
Received data: ACK

Certain commands can be PIN protected - referdgtbduct manual for a list of
commands which support this function. The exispmgnumber can be entered with
this command. This needs to be done after eachrpawer reset.

If the PIN number entered is incorrect then an AsBi§uld still be returned ( after a
suitable delay ) to make exhaustive searching nhactier.

3.39 Header 217 - Request payout high / low status

Format (a)
Transmitted data : <none>
Received data: [ level status ]

Format (b)
Transmitted data : [ hopper no. ]
Received data: [ level status ]

This command allows the reading of high / low leshsors in a payout system.
Multiple hoppers are supported if they exist atghme address.

Bit O - Low level sensor status
0 = higher than or equal to low level trigger
1 = lower than low level trigger
Bit 1 - High level sensor status
0 = lower than high level trigger
1 = higher than or equal to high level trigger
Bit 2 - <reserved>
Bit 3 - <reserved>
Bit 4 - Low level sensor support
0 = feature not supported or fitted
1 = feature supported and fitted
Bit 5 - High level sensor support
0 = feature not supported or fitted
1 = feature supported and fitted
Bit 6 - <reserved>
Bit 7 - <reserved>

The trigger level is usually fixed mechanically.
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3.40 Header 216 - Request data storage availability

Transmitted data : <none>

Received data: [ memory type ]
[ read blocks ] [ read bytes per block |
[ write blocks ] [ write bytes per block ]

Some slave devices allow host data to be storedtiatever reason. Whether this
service is provided at all can be determined bggighis command.

[ memory type |

0 - volatile ( lost on reset )

1 - volatile ( lost on power-down )
2 - permanent ( limited use )

3 - permanent (unlimited use )

Memory types 0 and 1 are typically implemented AMR type 2 in EEPROM ( write
life cycle between 10K and 10M ) and type 3 in é&attbacked RAM or FRAM.

[ read blocks ]
1 to 255 - number of blocks of read data available
0 - special case, 256 blocks of read data available

[ read bytes ]
1 to 255 - number of bytes per block of read data
0 - special case, no read data service

[ write blocks ]
1 to 255 - number of blocks of write data available
0 - special case, 256 blocks of write data avaglabl

[ writes bytes ]
1 to 254 - number of bytes per block of write data
0 - special case, no write data service

Due to variable packet length restrictions in taséprotocol, we arrive at the
following capacities :

The minimum read capacity is 1 block of 1 byte byle
The maximum read capacity is 256 blocks of 255 $9y€5,280 bytes
(98.4% of 64K)

The minimum write capacity is 1 block of 1 byte byte
The maximum write capacity is 256 blocks of 254elsyt 65,024 bytes
(98.0% of 64K)

The format of the read data blocks may well beeddht to the format of the write
data blocks, but they should nevertheless be asmiig)locations in memory. Since
write cycle times ( the slave will embody automatiase cycles if necessary ) are
usually much longer than read cycle times in peenamemory types, it is
sometimes better to read data in one large chunwbie it back in smaller chunks.
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This ensures command response times are bettenaltiedrop polling can bé&ner
grained.

3.41 Header 215 - Read data block

Transmitted data : [ block number ]
Received data: <variable>

[ block no. ]
0 to 255 ( 1st block number is always zero )

3.42 Header 214 - Write data block

Transmitted data : [ block number ] <variable>
Received data: ACK

[ block no. ]
0 to 255 ( 1st block number is always zero )

The return ACK from the slave device is only sdigraa write cycle has been

performed. It us up to the host software whethegrdy operation is performed by
reading back the data and comparing it.

3.43 Header 213 - Request option flags

Transmitted data : <none>
Received data: [ option flags ]

This command reads option flags ( single bit cdntamiables ) from a slave device.

On a Coin Acceptor

Bit Position 0 1
0 Credit Code Format : Credit Code Format :
Coin Position CVF
1 - -
2 - -
3 - -
4 - -
5 - -
6 - -
7 - -

For a discussion on CVF refer to Appendix 3.2
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Credit codes returned with the ‘Read buffered ¢rederror codes’ are usually in
‘coin position’ format. The code does not refldat monetary value of the coin but
the position it is stored within the memory of tten acceptor. This position usually
corresponds directly to the inhibit position. Seetdit 1’ can be inhibited with bit O of
the inhibit mask, ‘credit 2’ with bit 1 etc.

On a Bill Validator

Bit Position Feature ( 1 = supported )

stacker

eSCrow

individual bill accept counters

individual error counters

non-volatile counters

bill teach facility

bill security tuning

~NO|OBA|WNFLIO

remote bill programming

3.44 Header 212 - Request coin position

Transmitted data : [ credit code ]
Received data: [ position mask 1 ] [ position magk

This command can be used in coin acceptors toddbatinhibit position of a given
coin based on its ‘credit code’. The inhibit pasitities up with the 'Modify inhibit
status' command for inhibiting individual coins. ihdiibit the coin, the data returned
would need to be inverted before sending back atlit tive ‘Modify inhibit status’
command.

[ credit code |
The value returned by the ‘Read buffered creddroor codes’ command.

3.45 Header 211 - Power management control

Transmitted data : [ power option ]
Received data: ACK

This command can be used to switch slave devicasdrout of low power modes if
they support power management.

[ power option ]

0 - normal operation ( automatic power switchingupported )
1 - switch to low power mode

2 - switch to full power mode

3 - shutdown

A shutdown normally requires an external reset power-down cycle to recover.
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3.46 Header 210 - Modify sorter paths

Format (a)
Transmitted data : [ coin position ] [ path ]
Received data: ACK

Format (b)
Transmitted data : [ coin position ] [ path 1 ]dtp 2 ] [ path 3] [ path 4 ]
Received data: ACK

This command modifies the sorter path for each position in a coin acceptor.
Some coin acceptors support multiple sorter path&(ride paths ) and so a longer
version of the command exists. In this case th@aamy path is the first one specified (
path 1).

[ coin position ]
eg.1to12,1to 16

[ sorter path |
eg.1to8

The product manual should make clear whether thasge is permanent ( stored in
non-volatile memory ) or temporary ( stored in RAM

3.47 Header 209 - Request sorter paths

Format (a)

Transmitted data : [ coin position ]

Received data: [ path]

Format (b)

Transmitted data : [ coin position ]

Received data: [path 1][path 2 ][ path 3hth 4]

This command allows sorter paths to be requestaccoin acceptor.

See the ‘Modify sorter paths’ command for more ifeta

3.48 Header 208 - Modify payout absolute count

Format (a)
Transmitted data : [ no. of coins LSB ] [ no. ofrtoMSB |
Received data: ACK

Format (b)
Transmitted data : [ hopper no. ] [ no. of coindBLY no. of coins MSB |
Received data: ACK

ccTalk Generic Specification- 0Crane Payment Solutions - Page 27 of 80 - ccTatkPv4.7.doc
While every effort has been made to ensure theracgwf this document no liability of any kind is
accepted or implied for any errors or omissions #na contained herein.



Public Domain Document

This command allows the hopper coin counter ( altsalumber of coins in the
hopper ) to be initialised to a known value. MUiipoppers are supported if they
exist at the same address.

Some hoppers do not support an absolute count aaltieey can only count coins
dispensed.

3.49 Header 207 - Request payout absolute count

Format (a)
Transmitted data : <none>
Received data: [ no. of coins LSB ][ no. of coOMSB |

Format (b)
Transmitted data : [ hopper no. ]
Received data: [ no. of coins LSB ][ no. of cOMSB |

This command allows the hopper coin counter ( albtsalumber of coins in the
hopper ) to be requested. Multiple hoppers are atipg if they exist at the same
address.

Some hoppers do not support an absolute count @sltigey can only count coins
dispensed.

3.50 Header 204 - Meter control

Format (a) - set meter to value
Transmitted data : [0 ][ count 1 ][ count 2ddunt 3 ]
Received data : ACK

Format(b) - increment meter
Transmitted data : [ 1]
Received data : ACK

Format (c) - decrement meter
Transmitted data : [ 2]
Received data : ACK

Format (d) - reset meter
Transmitted data : [ 3]
Received data : ACK

Format (e) - read meter
Transmitted data : [ 4 ]
Received data : [countl1l][count2]][court3

meter value = [count 1] + 256 * [ count 2 | +58® * [ count 3 ]

This meter command is designed for test purposks(@ng. counting coins on a life-
test jig ).It is not secure enough to be used in an auditingieironment.
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3.51 Header 203 - Display control

Format (a) - send character ( append )
Transmitted data : [0 ][ char ]
Received data : ACK

Format (b) - clear display
Transmitted data : [ 1]
Received data : ACK

Format (c) - send control code
Transmitted data : [ 2 ] [ control code ]
Received data : ACK

Format (d) - send string ( append )
Transmitted data: [3][char1][char2]faclB]...
Received data : ACK

Format (e) - request display size
Transmitted data : [ 4 ]
Received data : [ characters][lines ]

This is a method for controlling a simple LCD despltypically 16 chars x 2 lines or

20 chars x 2 lines.

The control codes will be specific to a type ofpiy but usually provide the ability

to...

a) send cursor to home position

b) set cursor attributes on / off / block / undersc
c) scroll left

d) scroll right

e) backspace

f) blink

3.52 Header 202 - Teach mode control

Format (a)
Transmitted data : [ position ]
Received data: ACK

Format (b)
Transmitted data : [ position ] [ orientation ]
Received data: ACK

[ position ]
eg.1to12,1to 16

[ orientation ]

1 to 4 - teaching bills requires the orientatiofoéoknown in advance
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Puts the device into ‘teach’ mode. Teach is a m@shawhereby new coins or bills
can be ‘learnt’ by entering a representative san{pfeexisting Money Controls
products this is referred to as Teach-and-Run®e@mt¢each mode the device should
be polled with the ‘Request teach status’ commarske what is happening.

3.53 Header 201 - Request teach status

Format (a) - default
Transmitted data : [ O]
Received data: [ no. of coins / bills enteredidtus code ]

Format (b) - abort teach operation
Transmitted data : [ 1]
Received data: [ no. of coins / bills enteredidtus code ]

[ status code ]

252 - teach aborted

253 - teach error

254 - teaching in progress ( busy)
255 - teach completed

This command is used to monitor the progress ahteaode. Only when a ‘teach
completed’ status message is received can thetapel®e deemed successful.

The actual teach mechanism is under the full cbofrthe slave device. It decides
when enough coins or bills have been entered.

3.54 Header 200 - ACMI unencrypted product id

Transmitted data : [ max DH key length ]

Received data: [ max DH key length ] [ max baud ta
[frmrevl][frmrev2][frmrev3][frm ned]
[frmrev5][frmrev6][frmrev7 ][ frm re8 ]

[ ACMI revision 1 ] [ ACMI revision 2 ]

[ serial 1] [ serial 2 ][ serial 3 ][ seriall4

[ manuf 1 ][ manuf 2 ] [ manuf 3 ] [ manuf 4 ]

[ manuf 5 ][ manuf 6 ] [ manuf 7 ] [ manuf 8 ]

[ manuf 9 ][ manuf 10 ] [ manuf 11 ] [ manuf 1.2

[ manuf 13 ] [ manuf 14 ] [ manuf 15 ] [ manuf ]L6

[ prod code 1 ][ prod code 2 ] [ prod code Jf¢d code 4 ]
[ prod code 5] [ prod code 6 ] [ prod code 7f¢d code 8 |
[ DH counter LSB ] [ DH counter MSB ]

[ max DH key length ]
1 - 128 bits

2 - 256 bits

3 -512 bits

4 - 1024 bits

5 - 2048 bits

6 - 4096 bits
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This is a binary number ( not ASCII ).

The host indicates to the peripheral the maximufiedHellman key length
supported. The peripheral indicates to the hosirtaeimum Diffie-Hellman key
length supported. The highest common value is Usgatactice it is likely the
peripheral will always determine the key lengthdias it has limited memory and
processing power.

The key length in bits can be calculated from thvenula 2 * ( 6 + byte value )

[ max baud rate ]

1-9600

2—-14,400
3-19,200
4 — 38,400

This is a binary number ( not ASCII ).

The default ccTalk baud rate is 9600 baud andealpperals default to this at power-
up.

The ‘Switch baud rate’ command can be used to ah#imgbaud rate to a different
value.

[ frm rev N ]
This is the peripheral firmware revision in 8 x AlBCharacters.

The format is manufacturer-specific but should aent numerical part e.g. HPR-
1.23

Left justified and right padded with spaces ( AS&1l). May contain upper and lower
case.

[ ACMI revision N ]

This is the ACMI protocol specification revisionmary format {major}{minor}
e.g. 32 for revision 3.2

[ serial N ]

This is the unique serial number for a given mactufi@er name and product code as a
32-bit binary number. Range 0 to 4,294,967,295.

serial 1 = LSB, serial 4 = MSB.

Serial numbers do not have to be sequential bytdbéhave to be unique for each
product.
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[ manuf N ]

This is the manufacturer's name in 16 x ASCII clotees.

Upper case only.

[ prod code |

This is the peripheral product code ( or an ablated form ) in 8 x ASCII characters.

Left justified and right padded with spaces ( AS&2l). May contain upper and lower
case.

[ DH counter ]

This is a 16-bit counter which the peripheral imeeaits every time a DH key
exchange is performed and a new shared key cadcllat

The starting value is 0 so the first DH key excleaager done changes this to 1.
After the counter reaches 65,535 it wraps arour@l to
The counter value is retained across power cycldgesets.

The host can ‘remember’ this value to detect aydl 3 party key exchange and
take appropriate action.

3.55 Header 199 - Configuration to EEPROM

Transmitted data : <none>
Received data: ACK

This command transfers volatile configuration imf@tion for a device from RAM
into EEPROM. The information for a coin acceptouldopossibly include...

a) inhibit information
b) sorter override information
C) sorter paths

Refer to the product manual for more details.
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3.56 Header 198 - Counters to EEPROM

Transmitted data : <none>
Received data: ACK

This command transfers volatile counter informafimm RAM into EEPROM. The
information for a coin acceptor could include...

a) coin insertion counter

b) coin accept counter

C) coin reject counter

d) error or alarm counter

Refer to the product manual for more details.

3.57 Header 197 - Calculate ROM checksum

Transmitted data : <none>
Received data: [ checksum 1 ][ checksum 2 ] Ekkem 3 ][ checksum 4 ]

Note: The firmware memory typeisno longer exclusively ROM; this command can
be used for FLASH memory or any other type of reprogrammable memory. The
command name has been retained for historical compatibility.

The method of calculating the ROM checksum is mdinéd in this document and
can be adapted to suit the slave device. A simpisigned long’ addition can be used
as the simplest method with the result displaye8 lasx digits. The start address and

end address is left to the slave device. More pfuldevices may choose to calculate

aCRC checksumusing a pre-determined seed value.

There is currently no ccTalk mechanism to complaeeréturned checksum value with
a master reference value. That operation must be dg the host.
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3.58 Header 196 - Request creation date

Transmitted data : <none>
Received data: [ date code LSB ][ date code MSB ]

The creation date is also known as the...
* manufacturing date
» factory setup date

The date code is stored in a special Money Contoofsat called RTBY ( Relative
To Base Year ), originally chosen in the mid-Eightto avoid any Y2K issues.

[ date code ]

Bit Positions

15 | 14 | 13 | 9 8 | 5 4 | o0

Reserved Year Month Day

- Relative 1to 12 1to 31

The year is always stored relative to the PRODUCASB_YEAR which will either
be in the product manual or available using theglist base year’ command. The
creation date is a maximum of 31 years after tise lyaar.

3.59 Header 195 - Request last modification date

Transmitted data : <none>
Received data: [ date code LSB ][ date code MSB ]

This command returns the last modification datthefproduct. It is usually changed
by remote programming toolkits or PC-based supgaittvare.

The date code formatted is detailed under the ‘Bsigereation date’ command.

3.60 Header 194 - Request reject counter

Transmitted data : <none>
Received data: [countl1l][count2]][count3]

This command returns the total number of rejeatobills put through a device.

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 ] + 65536 * [ count 3 ]
Range O to 16,777,215

Restrictions on use and likely accuracy will be makkar in the product manual.
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3.61 Header 193 - Request fraud counter

Transmitted data : <none>
Received data: [countl1l][count2]][count3]

This command returns the total number of fraud £éipills put through a device.

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 | + 65536 * [ count 3 ]
Range O to 16,777,215

Restrictions on use and likely accuracy will be makkar in the product manual.

3.62 Header 192 - Request build code

Transmitted data : <none>
Received data: ASCII

The product build code is returned. No restrictionformat.

3.63 Header 191 - Keypad control

Transmitted data : [ keypad code ]
Received data: [ cursor position ][ char 1 ]&cB ][ char 3]...

This command allows the remote execution of a kdygral display control system.
The code sent is used to simulate which buttonp@ssed on the keypad and the
message sent back is the display string togethterangurrent cursor position.

For displays that support more than one line aloytk can be used in the string to
indicate line breaks.

[ keypad code ]

0 - return current display message
1 - press button 1

2 - press button 2

3 - press button 3

4 - press button 4

etc.

[ cursor position ]
0 - cursor off or not used
1 to 255 - current cursor position
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3.64 Header 189 - Modify default sorter path

Transmitted data : [ default path ]
Received data: ACK

[ default path ]
eg.1to4,1t08

This command allows the default sorter path onia aoceptor to be changed. If there
is an active override on the current coin sortéh plaen it will be routed to the default
path.

The product manual should make clear whether thasge is permanent ( stored in
non-volatile memory ) or temporary ( stored in RAM

3.65 Header 188 - Request default sorter path

Transmitted data : <none>
Received data: [ default path ]

This command reads the default sorter path onraameptor.

See the ‘Modify default sorter path’ command forrendetails.

3.66 Header 187 - Modify payout capacity

Format (a)
Transmitted data : [ no. of coins LSB ] [ no. ofritoMSB |
Received data: ACK

Format (b)
Transmitted data : [ hopper no. ] [ no. of coindBLY no. of coins MSB |
Received data: ACK

This command sets the maximum number of coins aysadevice can hold. Multiple
hoppers are supported if they exist at the sameeasgd

3.67 Header 186 - Request payout capacity

Format (a)
Transmitted data : <none>
Received data: [ no. of coins LSB ][ no. of cOMSB |

Format (b)
Transmitted data : [ hopper no. ]
Received data: [ no. of coins LSB ][ no. of cOMSB |

This command requests the maximum number of copesyaut device can hold.
Multiple hoppers are supported if they exist atghme address.
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3.68 Header 185 - Modify coin id

Transmitted data : [ coin position ][ char 1 JHac 2 ] [ char 3 ]...
Received data: ACK

[ coin position |
eg.1to12,1to 16

Some coin acceptors can store an identificationgstrlongside the normal validation
parameters for each coin. Refer to the product alafou details.

Refer to Appendix 3.1 for coin naming information.

3.69 Header 184 - Request coin id

Transmitted data : [ coin position ]
Received data: [charl][char2][char3]...

Refer to the ‘Modify coin id’ command for more diéda

3.70 Header 183 - Upload window data

Format (a) - program coin

Transmitted data : [ O] [ coin position ]
<variable>

Received data: ACK

Format (b) - modify credit code
Transmitted data : [ 1] [ coin position ] [ credode ]
Received data: ACK

Format (c) - delete coin
Transmitted data : [ 2 ] [ coin position ]
Received data: ACK

Format (d) - program token

Transmitted data : [ 3 ] [ token position ]
<variable>

Received data: ACK

Format (e) - delete token
Transmitted data : [ 4 ] [ token position |
Received data: ACK

This command is used for the remote programmingpofs or tokens.

[ coin position ]
eg.1to12,1to 16
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[ token position ]
eg.1to12,1to 16

The variable block of data sent to program a coitoken will be manufacturer
specific.

Currently there is no mechanism provided for changing the credit codes of tokens as
tokens are usually substituted into coin window space and inherit their attributes.

Some or all of the above features may be disabledrfsecurity reasons.

3.71 Header 182 - Download calibration info

Transmitted data : <none>
Received data: <variable>

This command is used to support the remote coigrproming operation. No further
details are given here.

3.72 Header 181 - Modify security setting

Transmitted data : [ coin / bill position ] [ settursetting ]
Received data: ACK

[ coin position |
eg.1to12,1to 16

[ security setting ]

0 - default setting ( nominal performance )
lto7 - gradually increase fraud rejection ( pste
25510 249 - gradually increase true acceptancgt€ps )
8 to 248 - undefined

This command allows a validator’s performance tdifely tuned. On all known
devices there is a trade-off between fraud rejaciiod true acceptance.

The product manual should make clear whether thasge is permanent ( stored in
non-volatile memory ) or temporary ( stored in RAM
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3.73 Header 180 - Request security setting

Transmitted data : [ coin / bill position ]
Received data: [ security setting ]

Refer to the ‘Modify security setting’ command fopre details.

3.74 Header 179 - Modify bank select

Transmitted data : [ bank no. ]
Received data: ACK

[ bank no. ]
0 - default bank
1 to 255 - alternative banks

Some devices can support multiple banks of cobils/subject to the condition of
only a single bank being enabled ( active ) at@mg/time. This command allows the
host controller to switch between banks. Assumitgp&cal device operates with 16
coins or bills, this command expands the potecaghbility to 16 x 256 = 4,096
coins or bills, though not all can be accepted narntly.

Coins or bills within a bank can be controlled witle ‘Modify inhibit status’
command.

3.75 Header 178 - Request bank select

Transmitted data : <none>
Received data: [ bank no. ]

Refer to the ‘Modify bank select’ command for ditai

3.76 Header 177 - Handheld function

Transmitted data : [ XX | mode | function | <vatezh
Received data: <variable>

[ mode |
0 to 3 - operating mode

[ function ]
0 to 15 - operating function

This command may be used to support simple handbelkits ( non-PC based, low
processing power ) which send simple ‘mode / fumctsequence commands to the
slave device. The response may be an ACK or a nuailaziata bytes.
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This command will be product and manufacturer gfmeand may not be
implemented at all. Some devices have useful dabgdgatures which can be
accessed through this command.

See ‘BACTA Token Selection’ in Part 3 of the docuntagion for an example of use.

3.77 Header 176 - Reqguest alarm counter

Transmitted data : <none>
Received data: [alarm count ]

This command returns the number of alarm eventegime last request was sent (i.e.

it is cleared on reading ). It is only used on prcid which support an alarm output
line.

3.78 Header 175 - Modify payout float

Format (a)
Transmitted data : [ no. of coins LSB ] [ no. ofroMSB |
Received data: ACK

Format (b)
Transmitted data : [ hopper no. | [ no. of coindBUY no. of coins MSB |
Received data: ACK

This command sets the working ‘float’ level for ayput device. Multiple hoppers are
supported if they exist at the same address.

3.79 Header 174 - Request payout float

Format (a)
Transmitted data : <none>
Received data: [ no. of coins LSB ][ no. of cOMSB |

Format (b)
Transmitted data : [ hopper no. ]
Received data: [ no. of coins LSB ][ no. of cOMSB |

This command requests the working ‘float’ level éopayout device. Multiple
hoppers are supported if they exist at the sameeasgd
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3.80 Header 173 - Request thermistor reading

Transmitted data : <none>
Received data: [ thermistor value ]

Previously : Some products use a thermistor to provide an approximate method of
determining the ambient temperature. This command returns the raw thermistor
reading as a byte.

This command is no longer restricted to thermittarperature measurement — more
accurate methods are commonly available. The foaintite return data is now
specified as ‘degrees Celsius’ in 2’s complemenntd. This gives a range of -1Z3
to +127C.

Some Crane Payment Solutions products return tkeymiata in a ‘raw’ format as
described below.

The thermistor is placed in a simple voltage dividetwork biased such that the value of 128 indgat
a temperature of 2&. A value higher than 128 means a temperatureeaP8C and a value lower
than 128 means a temperature belod2S he thermistor circuit consists of an analogymit voltage
to the microcontroller, with a 10K pull-down to GNild a 10K NTC thermistor pull-up to Vref. As
the temperature goes up, so does the input volfdgesignal is reasonably linear around@but
curves at the extremes. This formula can be usedltulate the approximate temperature from the
thermistor reading.

temperature = (((thermistor value - 128) / 102 * 45 ) + 25) °C

3.81 Header 172 - Emergency stop

Transmitted data : <none>
Received data: [ payout coins remaining ]

This command immediately halts the payout sequandeeports back the number of
coins which failed to be paid out.

3.82 Header 171 - Reqguest hopper coin

Transmitted data : <none>
Received data: ASCII

This command returns the name of the coin thahtpgper can pay out.

Refer to Appendix 3.1 for coin naming information.
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3.83 Header 170 - Request base year

Transmitted data : <none>
Received data: [charl][char2]][char Zhfr4]

The product base year ( see PRODUCT_BASE_YEAR éagliest creation date’ and
‘Request last modification date’ commands ) ismedd as a 4 character ASCII string.

e.g. 1999, ‘2000'.

3.84 Header 169 - Request address mode

Transmitted data : <none>
Received data: [ address mode ]

This command returns the ccTalk addressing motelfowith automatic re-
configuration of ccTalk peripherals. Its use imhational only.

[ address mode ]

Bit mask :

BO - Address is stored in Flash / ROM

B1 - Address is stored in RAM

B2 - Address is stored in EEPROM or equivalent

B3 - Address selection via interface connector

B4 - Address selection via PCB links

B5 - Address selection via switch

B6 - Address may be changed with serial commandsafile )

B7 - Address may be changed with serial commamds{volatile )

Any bits may be set according to the operating nuddbe device.
[ 0 ]is returned to indicate another type of addineg mode.

3.85 Header 168 - Request hopper dispense count

Transmitted data : <none>
Received data: [countl1l][count2]][count3]

The dispense counter records the number of cospedsed by the hopper.
count 1 = LSB, count 3 = MSB

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 ] + 65536 * [ count 3 ]
Range O to 16,777,215
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3.86 Header 167 - Dispense hopper coins

Format (a) - Money Controls ‘SCH2’ version
Transmitted data : <variable> [ no. of coins ]
Received data: [ event counter ] or NAK

Format (b) - Money Controls ‘SCH1’ version
Transmitted data : <variable> [ no. of coins ]
Received data: ACK or NAK

This command is used to securely dispense betwaed 255 coins from a hopper.
The variable data represents special security cotieh have to be correct for a coin
payout to be successful. The security algorithmoisgiven in this document.

The event counter returned is the post-incremenev&efer to the ‘Request hopper
status’ command for more details.

3.87 Header 166 - Request hopper status

Transmitted data : <none>
Received data: [ event counter ] [ payout coimsai@ing ]
[ last payout : coins paid ] [ last payout : coimgpaid ]

[ event counter ]

0 ( power-up or reset condition )

1 to 255 - event counter

The event counter is incremented every time a \diigense command is received.
When the event counter is at 255 the next evergesatihe counter to change to 1. The
only way for the counter to be 0 is at power-upeset.

The [ payout coins remaining ], [ last payout :nsopaid ] and [ last payout : coins
unpaid ] fields are updated appropriately during after coin payout.

Refer to the Money Controls SCH2 hopper manuairfore details.

3.88 Header 165 - Modify variable set

Transmitted data : <variable>
Received data: ACK

This command modifies variable data on the slawvécdeRefer to the product
manual for more details.

3.89 Header 164 - Enable hopper

Transmitted data : [ enable code ]
Received data: ACK
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[ enable code ]

165 - enable hopper payout

not 165 - disable hopper payout

This command must be used to enable a hopper bedgreg out coins.

The value 165 is ‘A5’ in hex and ‘20100101’ in bipa

3.90 Header 163 - Test hopper

Format (c) - Money Controls ‘SCH3’ version

Transmitted data : <none>

Received data: [ hopper status register 1 ] [ Bogmatus register 2 |
[ hopper status register 3 ]

Format (b) - Money Controls ‘SCH2’ version
Transmitted data : <none>
Received data: [ hopper status register 1 ] [ Bogfatus register 2 |

Format (a) - Money Controls ‘SCH1’ version
Transmitted data : <none>
Received data: [ hopper status register 1 ]

This command reports back various operating arat éags from the hopper and is
the equivalent of the ‘Perform self-check’ commamdoin / bill acceptors.

[ hopper status register 1 ]

Bit mask :

Bit 0 - Absolute maximum current exceeded

Bit 1 - Payout timeout occurred

Bit 2 - Motor reversed during last payout to clagam
Bit 3 - Opto fraud attempt, path blocked duringeidl
Bit 4 - Opto fraud attempt, short-circuit duringeid
Bit 5 - Opto blocked permanently during payout
Bit 6 - Power-up detected

Bit 7 - Payout disabled

[ hopper status register 2 ]

Bit mask :

Bit 0 - Opto fraud attempt, short-circuit duringypat
Bit 1 - Single coin payout mode

Bit 2 - Use other hopper for change

Bit 3 - Opto fraud attempt, finger / slider mis-miat
Bit 4 - Motor reverse limit reached

Bit 5 - Inductive coil fault

Bit 6 - NV memory checksum error

Bit 7 - PIN number mechanism
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[ hopper status register 3 ]

Bit mask :

Bit O - Power-down during payout
Bit 1 - Unknown coin type paid
Bit 2 - PIN number incorrect

Bit 3 - Incorrect cipher key

Bit 4 — Encryption enabled

Bit 5 - < Reserved >

Bit 6 - < Reserved >

Bit 7 - < Reserved >

1 = condition on, 0 = condition off

3.90.1. Explanation

3.90.1.1. Absolute maximum current exceeded

Payout stopped because a maximum threshold cuveenexceeded. This is the
software equivalent of a protection fuse and maycate an irrecoverable jam or a
motor bridge fault. The flag must be cleared witoé&ware reset prior to next payout
but if the fault is permanent then it may not begible to clear this condition.

3.90.1.2. Payout timeout occurred

Indicates the payout operation terminated aftgreziied timeout period with no
coins visible on the exit sensor. This could bealise the hopper was empty.
Warning flag only.

3.90.1.3. Motor reversed during last payout to clear a jam

A motor jam was detected and the hopper attemptedease to clear it. Warning flag
only.

3.90.1.4. Opto fraud attempt, path blocked during idle

The hopper exit opto saw a blockage outside a gaymeration. This could be due to
a coin stuck in the exit path or a deliberate frattdmpt. The flag must be cleared
with a software reset prior to next payout.

3.90.1.5. Opto fraud attempt, short-circuit during idle

The hopper exit opto saw a short-circuit outsig@gout operation. This is most
likely due to shining light directly into the exapto. The flag must be cleared with a
software reset prior to next payout.

3.90.1.6. Opto blocked permanently during payout

The hopper exit opto saw a blockage for too lotigne while paying out coins. This
could be due to a coin stuck in the exit path delberate fraud attempt. The flag
must be cleared with a software reset prior to paybut.

3.90.1.7. Power-up detected

This flag indicates that the hopper has had powplied to it. It is cleared by a
software reset and so can be used to distinguistelbea a software reset and a
hardware reset / power supply removal. Warning dlaly.
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3.90.1.8. Payout disabled

The hopper is always disabled after a power-ugsetr The flag must be cleared with
an ‘Enable hopper’ command prior to next payout.

3.90.1.9. Opto fraud attempt, short-circuit during payout
The hopper exit opto saw a short-circuit while pgyout coins. This is most likely
due to shining light directly into the exit optchd flag must be cleared with a
software reset prior to next payout.

3.90.1.10.Single coin mode

This flag indicates the hopper is working in singten mode and will only respond to
commands to dispense one coin at a time. This rdethelower but achieves
maximum security as there is full handshaking arhemin paid out. Status flag only.

3.90.1.11.Use other hopper for change

Accumulator mode : This flag indicates the hop@emot dispense any more coins
and a secondary hopper must be used to completisirense operation. Status flag
only.

3.90.1.12.0pto fraud attempt, finger / slider mis-match

Some hoppers are fitted with sensors on the fingeestiders used to eject coins
cleanly. If a coin is seen leaving the exit optasimo signal is seen on the finger or
slider then this error flag is set as it could h@asible fraud attempt. The flag must
be cleared with a software reset prior to next payo

3.90.1.13.Motor reverse limit reached

If the number of sequential motor reverses excaqueset limit then the hopper
dispense is aborted and this flag set. It is likbbt there is a permanent coin jam in
the hopper. The flag must be cleared with a sofweset prior to next payout.

3.90.1.14.Inductive coil fault

Accumulator mode : This flag indicates a fault basn detected with the coil used to
distinguish between different coin types. The fiagst be cleared with a software
reset prior to next payout but if the fault is pamant then it may not be possible to
clear this condition.

3.90.1.15.NV memory checksum error
An error has occurred with the NV memory which neetire values of the coin paid
and unpaid counters may not be correct. Referd@tbduct manual for appropriate
action.

3.90.1.16.PIN number mechanism
This flag indicates that the PIN number mechanseniabled and that a PIN has to
be entered using command header 218 before any cambe paid out. Status flag
only.

3.90.1.17.Power-down during payout

If power is lost during a payout operation thers titg will be set. The values of the
paid and unpaid counters will indicate what happguost prior to power being lost.
The flag must be cleared with a software reset poimext payout.
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3.90.1.18.Unknown coin type paid

Accumulator mode : This flag indicates that thengast paid was not a recognised
type. The hopper stops immediately. Either an dlewpin type has been placed in the
hopper or there is a problem with the coin sengiing flag must be cleared with a
software reset prior to next payout.

3.90.1.19.PIN number incorrect

The hopper dispense operation failed because th@thber protection mechanism
has been enabled ( using the ‘Enter new PIN nundoenmand ) - see PIN number
mechanism flag - but the ‘Enter PIN number’ commhad not yet been sent or the
number sent was incorrect. The flag must be clearttda software reset prior to
next payout.

3.90.1.20.Incorrect cipher key

If the hopper uses encryption and an incorrecteifley is sent then the hopper
dispense operation will fail and this flag set. Tlag must be cleared with a software
reset prior to next payout.

3.90.1.21.Encryption enabled

If the hopper requires a cipher key to be calcdlatben dispensing coins then this
flag is set. Status flag only.

Header 162 - Modify inhibit and override registers

Transmitted data : [ current : inhibit mask 1 bfpent : inhibit mask 2 ]
[ current : sorter override bit mask |
[ next : inhibit mask 1 ] [ next : inhibit mask] 2
[ next : sorter override bit mask |

Received data: ACK

For coin acceptors this command...

a) sets inhibits and overrides in one operatice(aso the ‘Modify inhibit status’
command and the ‘Modify sorter override status’ cwend )

b) sets both a ‘current’ value and a ‘next coinuea

The benefit of using this command is that it allgwscise coin-by-coin control of the
coin acceptor and provides a means of tacklingrtherent latency in serial

operation. If the next coin is always disabled,\takdator will only accept one coin

at a time. After each credit ( strictly speakingagtempted accept sequence ) the host
software can request another coin and thus cottteobverall accept rate. If the next
coin overrides are always active, the validatof @nly route one coin at a time to a
payout tube - all other coins will go to the cashbbhe host software can thus
maintain a precise fill level in any tube.
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3.91 Header 161 - Pump RNG

Transmitted data : <variable>
Received data: ACK

This command ‘pumps’ the random number generattineslave device with a set of
random numbers and is part of the hopper dispamgg@ion algorithm.

No further details are given here.

3.92 Header 160 - Request cipher key

Transmitted data : <none>
Received data: <variable>

This command requests a cipher key from the slavecd and is part of the hopper
dispense encryption algorithm. No further detaitsgiven here.

3.93 Header 159 - Read buffered bill events

Transmitted data : <none>

Received data: [ event counter ]
[ result 1A ] [result 1B ]
[ result 2A ] [ result 2B ]
[ result 3A ] [ result 3B ]
[ result 4A ] [result 4B ]
[ result 5A ] [ result 5B ]

This command returns a history of bill events sirailar way to that of a coin
acceptor. The most recent event is in result 1oltiest in result 5. A total of 5 events
can be reported with each event stored in 2 biReter to the ‘Read buffered credit
or error codes’ command for more explanation.

For an explanation of the bill event codes...
<<< Refer to Table 7 >>>

Note that a credit code of 255 is reserved forwgoa or ticket. For an explanation of
how this works, refer to Appendix 16 - Bill Acceptdessaging Example.
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3.94 Header 158 - Modify bill id

Transmitted data : [ bill type ][ char 1] [ chai [ char 3]...
Received data: ACK

[ bill type ]
e.g.1to 16

Some bill validators can store an identificatiomngf alongside the normal validation
parameters for each bill. Refer to the product rahfar details.

A 7 character identification code is used...
[CI[CIIVIIVIIVIIVIII]

CC = Standard 2 letter country code e.g. GB foldtlte. ( Great Britain )
VVVV = Bill value in terms of the country scalingdtor

I = Issue code. Starts at A and progresses B, €. D,

See Appendix 10 for country codes and Appendixat5rfore information on this
command.

3.95 Header 157 - Request hill id

Transmitted data : [ bill type ]
Received data: [charl][char2][char3]...

Refer to the ‘Modify bill id’ command for more déta

3.96 Header 156 - Request country scaling factor

Transmitted data : [ country char 1] [ countryrchd
Received data: [ scaling factor LSB ] [ scalingtéet MSB ] [ decimal places ]

This command requests the scaling factor and déglaees for the standard country
code provided.

If all the return bytes are zero then that countrgle is not supported.
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3.97 Header 155 - Request bhill position

Transmitted data : [ country char 1] [ countryrchd
Received data: [ position mask 1] [ position magk.

This command can be used in bill acceptors to éotta inhibit mask of a given
currency based on its country code. The inhibitkniees up with the 'Modify inhibit
status' command for inhibiting individual bills.

If this data is used directly as the new inhibitsinghen the currency selected will be
enabled and all other currencies inhibited.

3.98 Header 154 - Route bill

Transmitted data : [ route code ]
Received data: ACK or [ error code ]

This command controls routing of a bill held inestrow.

[ route code |

0 - return bill

1 - send bill to cashbox / stacker
255 - extend escrow timeout

[ error code ]
254 - escrow is empty
255 - failed to route bill

Route code 255 resets the default escrow timeguteteent the note being returned to
the customer. Although the escrow timeout is uguglite long ( 30s or more ) there
may be a situation where the host machine needs timoe before a routing decision
is made.

3.99 Header 153 - Modify bill operating mode

Transmitted data : [ mode control mask |
Received data: ACK

This command controls whether various product festare used.
[ mode control mask |

BO - stacker

B1 - escrow

0 =do not use, 1 = use
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3.100 Header 152 - Request bill operating mode

Transmitted data : <none>
Received data: [ mode control mask ]

Refer to the ‘Modify bill operating mode’ command.

3.101 Header 151 - Test lamps

Transmitted data : [ lamp no. ] [ lamp control ]
Received data: ACK

This command can be used to control lamps on ptedhat have them. On bill
validators, front-panel lamps are often used talg@tihe user on note insertion. Other
products may have status LEDs etc.

[ lamp no. ]
1, 2, 3 etc.

[ lamp control ]

0 - automatic mode, allow device to control lamp

1 - manual mode, force lamp off

2 - manual mode, force lamp on

10 to 255 — manual mode, force lamp to flash ( B4 cycle, on time in 10ms
steps)

In manual flash mode...

Lamp control = 10 = 200ms period = 5 flashes peosd

Lamp control = 17 = 340ms period = 3 flashes peosd approx.
Lamp control = 25 = 500ms period = 2 flashes peosd

Lamp control = 50 = 1000ms period = 1 flash peosdc

Lamp control = 100 = 2000ms period = 1 flash ex@sgconds
Lamp control = 250 = 5000ms period = 1 flash e\®esgconds

3.102 Header 150 - Request individual accept counter

Transmitted data : [ bill type ] or [ coin type ]
Received data: [countl1l][count2]][count3]

Some bill validators or coin acceptors supportitisgvidual counting of different
denomination types. This command returns the nurobleitls / coins accepted of a
given type. The type is the same as that reportegtidobuffered event commands.

count1 =LSB

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 | + 65536 * [ count 3 ]
Range O to 16,777,215
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3.103 Header 149 - Request individual error counter

Transmitted data : [ error type ]
Received data: [countl1l][count2]][count3]

Some bill validators support the individual cougtof different error types. This
command returns the number of errors recordedgdfen type.

[ error type ]
Refer to Product Manual or Table 7.

count1 =LSB

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 | + 65536 * [ count 3 ]
Range O to 16,777,215

3.104 Header 148 - Read opto voltages

Transmitted data : <none>
Received data: <variable>

This command returns a series of scaled voltages device using optos ( e.g. a bill
validator ) rather than the blocked / clear indmatvhich would be returned by the
‘Read opto states’ command.

Refer to the product manual for the format of thasa which may typically be 8 bits
or 16 bits and scaled to 3.3V or 5.0V.

3.105 Header 147 - Perform stacker cycle

Transmitted data : <none>
Received data: ACK or [ error code ]

[ error code |
254 - stacker fault
255 - stacker not fitted

This command executes 1 cycle of the stacker al @alidator for diagnostic
purposes. The ACK is returned after the cycle cetesl
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3.106 Header 146 - Operate bi-directional motors

Transmitted data : [ motor mask ] [ direction fldgspeed ]
Received data: ACK

This command is a diagnostic tool for testing P\Witcolled motors.

[ motor mask ]
Each bit represents a motor. 0 = off, 1 = on.

[ direction flags ]
Each bit represents a motor direction. 0 = backejatd= forwards.

[ speed ]
0 - default speed
1 to 255 - relative PWM speed. 1 = slowest, 25astdst.

The data format allows any combination of motorbédurned on and off in a single
command, either in a forwards or backwards directomt with a shared PWM speed.
It is not possible to assign different speeds ti@iint motors.

As an example, consider motor A controlled by bétn@ motor B controlled by bit 1.

[1][1][2128] motor A forwards at speed 128
[2][2][128] motor B forwards at speed 128
[1][0][128] motor A backwards at speed 128
[2][0][128] motor B backwards at speed 128
[3]1[1][255] motor A forwards at speed 255

motor B backwards at speed 255
[3]1[2][255] motor A backwards at speed 255

motor B forwards at speed 255

[3]1[3][0] motor A forwards at default speed
motor B forwards at default speed
[3]1[0][0] motor A backwards at default spee d
motor B backwards at default speed
[0][O][0O] motor A stopped, motor B stopped
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3.106.1. Alternative Format

The alternative format interpretation allows diéiet motors to have different PWM
speeds which may be advantageous on some products.

There are 2 changes to the above specification...
(a) The [ motor mask ] is useddelecta motor rather than to turn it on and off.
(b) The [ speed ] value of zero, the default speedefined astopped

As an example, consider motor A controlled by bétn@ motor B controlled by bit 1.

[1][1][2128] motor A forwards at speed 128
[2][2][128] motor B forwards at speed 128
[1][0][128] motor A backwards at speed 128
[2][0][128] motor B backwards at speed 128
[3]1[1][255] motor A forwards at speed 255

motor B backwards at speed 255
[3]1[2][255] motor A backwards at speed 255

motor B forwards at speed 255
[1][0][0] motor A stopped
[2][0][0] motor B stopped
[3]1[0][0] motor A stopped, motor B stopped

In this format motors can be left running with diént PWM speeds.

Most importantly, with the previous format, a motoask of zero will stop all motors.
In the alternative format it will do nothing as mmtors are selected.

If a product can only operate a single motor at& then only the first bit in the
motor bit mask, starting at bit 0, will be used.

3.107 Header 145 - Request currency revision

Format (a)
Transmitted data : <none>
Received data: ASCII

Format (b)
Transmitted data : [ country char 1] [ countryrchd
Received data: ASCII

If no parameters are sent then a general currewsion is returned. Otherwise, 2
ASCII characters identifying the country of intdrean be sent to determine a
revision code specific to that country.

If the country identifier is not recognised thee 8iring ‘Unknown’ is returned.
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3.108 Header 144 - Upload bill tables

Transmitted data : [ block ] [line ] [ data 1 difta 2 ]... [ data 128 ]
Received data: ACK

This commands sends new bill table information entalidator in a manufacturer-
neutral format. The data is split into blocks ainéd. There are 128 bytes per line,
256 lines per block, up to a maximum of 256 blodkss gives a total capacity of
256 x 256 x 128 = 8 Mbytes.

Lines shorter than 128 bytes can be sent sinceraasbhage packet contains a length
descriptor.

There is no reference to bill type in the datacttree - it is assumed that this is
represented internally.

3.109 Header 143 - Begin bill table upgrade

Transmitted data : <none>
Received data: ACK

This command initiates a bill table upgrade.

3.110 Header 142 - Finish bill table upgrade

Transmitted data : <none>
Received data: ACK or NAK

This command terminates a bill table upgrade.

3.111 Header 141 - Request firmware upgrade capability

Transmitted data : <none> or [ module identifier ]
Received data: [ firmware options |

[ module identifier ]
Where a peripheral consists of a number of sulpperals or separate firmware
modules on the same ccTalk address, a module fidemian be specified.

[ firmware options ]
0 - firmware in ROM / EPROM
1 - firmware in FLASH / EEPROM with upgrade capébil

Only firmware of type 1 can be upgraded remotely.
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3.112 Header 140 - Upload firmware

Transmitted data : [ block ] [line ] [ data 1 difta 2 ]... [ data 128 ]
Received data: ACK

This general purpose command can be used to uptiradiemware in a validator.
The format is the same as the ‘Upload bill tabteghmand.

3.113 Header 139 - Begin firmware upgrade

Transmitted data : <none> or [ module identifier ]
Received data: ACK

[ module identifier ]

Where a peripheral consists of a number of sulpperals or separate firmware
modules on the same ccTalk address, a module fi@emin be specified. Headers
140 and 138 which subsequently follow are routeerimally to this module.

This command initiates a firmware upgrade.

3.114 Header 138 - Finish firmware upgrade

Transmitted data : <none>
Received data: ACK or NAK

This command terminates a firmware upgrade.

3.115 Header 137 - Switch encryption code

Transmitted data : [sec 2 |sec 1][sec 4 Bddcsec 6 | sec 5]
Received data: ACK

[ sec N ]
BCD security digit in the range 0 to 9

The full encryption code is 6 digits long, e.g. 488, TX = 0x21 0x43 0x65

When the ccTalk encryption layer is being used tommand allows the encryption
code or key to be switched to a new value. Regulagiching of the encryption code
massively increases the security of the commumicatiink.

The new security code takes effafter the ACK is returned.

Encryption code changes are volatile. The ‘Stoygation code’ command can be
used to make the change permanent.
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3.116 Header 136 - Store encryption code

Transmitted data : <none>
Received data: ACK

This command stores the current encryption codéMrmemory. At the next power
up, this is the encryption code which needs todmziu

3.117 Header 135 - Set accept limit

Transmitted data : [ no. of coins |
Received data: ACK

Some applications such as gaming machines reqgaineane than say 3 or 5 coins to
be accepted per game play. For a serial coin amce#ps means sending a command
to inhibit coin acceptance after a specified nundfeins has been entered. When
coin throughput is high there is a chance furtleenwill be accepted due to the
latency of serial itself. New coins can only beettétd at the credit polling interval
and by that time more coins could have passeddtepagate.

Refer to header 231, ‘Modify inhibit status’ andatder 162, ‘Modify inhibit and
override registers’. The latter was introduceddoin by coin control but it is not
suitable for fast acceptance of a stream of coins.

Set accept limit has a parameter ‘no. of coins’chldetermines how many coins are
accepted before the coin acceptor inhibits itgdter self-inhibit, no further coins can
be accepted until another ‘Set accept limit' comdhensent. During self-inhibit,
ccTalk event codes ‘Inhibited coin’ will be retuthor each coin entered. It is
possible to switch off the self-inhibit mechanisygndending ‘no. of coins’ equal to
zero.

Self-inhibit operates independently of the modifizibit status register used in ccTalk
command 231. All coins are inhibited, regardlest/pé. Therefore this command is
really only of use in single-coin coin acceptorsri@ntly there are no plans for a ‘Set
accept value’ command which works as a devicetsitddiser.
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3.118 Header 134 - Dispense hopper value

Transmitted data: [sec1][sec 2 ][ sec 3¢¢ 4 ]
[sec5][sec6][sec7][sec8]
[ coin value LSB ] [ coin value MSB ]
Received data: [ event counter ] or NAK

[ coin value ]
Range 0 to 65,535.

This command is used to securely dispense a ctiie i@am an accumulator hopper.
For a discussion of an ‘accumulator hopper’ veestdiscriminator hopper’ refer to
the glossary. The coin value is based on the lowsisin that currency, e.g. pence or
cents.

The variable data represents special security cotieh have to be correct for a coin
payout to be successful. The security algorithmoisgiven in this document. An
‘unencrypted’ hopper ignores the security codesaways dispenses coins.

The event counter returned is the post-incremeuevdefer to the ‘Request hopper
polling value’ command for more details.

3.119 Header 133 - Request hopper polling value

Transmitted data : <none>

Received data: [ event counter ]
[ payout value remaining LSB ] [ payout value rémveg MSB ]
[ last payout : coin value paid LSB ] [ last payounoin value paid MSB ]
[ last payout : coin value unpaid LSB ] [ last pay: coin value unpaid MSB ]

[ event counter ]
0 ( power-up or reset condition )
1 to 255 - event counter

The event counter is incremented every time a \diigense command is received.
When the event counter is at 255 the next evergesatihe counter to change to 1. The
only way for the counter to be 0 is at power-upeset.

The [ payout value remaining ], [ last payout :rcealue paid ] and [ last payout :
coin value unpaid ] fields are updated approptyadeiring and after coin payout.

When [ payout value remaining ] = 0, which meanthltbe LSB and MSB bytes are
zero, the payout operation has stopped and the/ paiplaid values show whether it
was successful. The flags status register ( se€gbehopper command ) can be
checked to determine the status of the hopper pdigout is complete and to see if
any errors occurred.
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3.120 Header 132 - Emergency stop value

Transmitted data : <none>
Received data: [ payout value remaining LSB ]yqud value remaining MSB ]

This command immediately halts the payout sequandeeports back the value of
coins which failed to be paid out.

3.121 Header 131 - Request hopper coin value

Transmitted data : [ coin type |
Received data: 6 x ASCII chars
[ coin value LSB ] [ coin value MSB ]
[ coin type ]
1toN
( N = number of different coin types that can b&pdnsed by the hopper )
This command returns the name of the coin as wdlea coin value in binary.

Refer to Appendix 3.1 for coin naming information.

3.122 Header 130 - Request indexed hopper dispense count

Transmitted data : [ coin type |
Received data: [countl1l][count2]][count3]

[ coin type ]

1toN

( N = number of different coin types that can bepénsed by the hopper)

The dispense counter records the number of eachtyme dispensed by the hopper.

count 1 = LSB, count 3 = MSB

24-bit counter in decimal = [ count 1 ] + 256 *dunt 2 ] + 65536 * [ count 3 ]
Range 0 to 16,777,215
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3.123 Header 129 - Read barcode data

Transmitted data : <none>
Received data: ASCIl or ACK

When bill event code 20 is polled by a host systaiking to a bill validator, a coupon
has been inserted with a conforming barcode patfdmns barcode can be read as an
ASCII string. The barcode data will remain ( and ba read at any time ) until a new
coupon is inserted and another bill event codeszilled.

The ASCII data may contain any alpha-numeric chara@pplicable to the barcode
formats supported by the device. For example,ritexleaved 2 of 5 format returns 18
numeric characters e.g. ‘213866515856379505'. ftexpretation of the barcode is
entirely down to the host system — most barcodedirgked to back office systems.

If the barcode format supports a checksum char#oterthis should be returned as
part of the ASCII data.

If a valid barcode is not decoded on the lastibgértion then the response to this
command is simply an ACK.

3.124 Header 128 - Request money in

Transmitted data : <none>
Received data: [value 1][value 2 ][ value[3/hlue 4 ]

4 bytes of data are returned, LSB first. Thesedgtanbined represent a 32-bit
unsigned integer in the range 0 to 4,294,967,28% i§ a monetary value for the
changer currency.

32-bit value in decimal = [value 1]+ 256 *[val2 ] + 65536 * [ value 3]+ 16777216 * [ valug 4

This command reports the total value of coins eat@nto the changer. Units are the
lowest value denomination for that currency e.gts®r pence.

3.125 Header 127 - Request money out

Transmitted data : <none>
Received data: [value 1][value 2 ][ value[3/alue 4 ]

4 bytes of data are returned, LSB first. Thesedgtanbined represent a 32-bit
unsigned integer in the range 0 to 4,294,967,28% i§ a monetary value for the
changer currency.

32-bit value in decimal = [value 1]+ 256 *[val2 ] + 65536 * [ value 3]+ 16777216 * [ valug 4

This command reports the total value of coins jpaidof the changer. Units are the
lowest value denomination for that currency e.gter pence.
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3.126 Header 126 - Clear money counters

Transmitted data : <none>
Received data: ACK

Clears the ‘money in’ and ‘money out’ countersgorted by the ‘Request money

in” and ‘Request money out’ commands. This candreecht any time to reset the
baseline for these counters.

3.127 Header 125 - Pay money out

Transmitted data : [ value 1 ][ value 2 ] [ vaRi¢[ value 4 ]
Received data: ACK

4 bytes of data are sent, LSB first. These bytesbtoed represent a 32-bit unsigned
integer in the range 0 to 4,294,967,295. Thisnsoaetary value for the changer
currency.

32-bit value in decimal = [value 1]+ 256 *[val2 ] + 65536 * [ value 3]+ 16777216 * [ valug 4

The command pays a total value of coins out ottlenger. The controller decides
which combination of hoppers to use.

An ACK is returned by the changer if the commancktived without error. In the
event of an ACK not being received it is recommehtthat the event counter returned
by the ‘Verify money out’ command is checked towgeghat a duplicate payment is
not being made.

3.128 Header 124 - Verify money out

Transmitted data : <none>
Received data: [ event counter ]
[paid 1][paid 2] [ paid 3][ paid 4 ]
[ unpaid 1 ][ unpaid 2 ] [ unpaid 3 ] [ unpaid 4

event count = 1 to 255. This simple byte countersisd to identify a new money out
completion event. On completion of a payout thel @aid unpaid counters are
updated and the event counter incremented. The \aisi a special case and means a
reset or power-down cycle has occurred and thegaddunpaid counters will have
been cleared.

So the event counter values after a power-up ate®,3... 253, 254, 255, 1, 2, 3...
253,254, 255, 1, 2, 3...

Each paid and unpaid counter is an unsigned 32#leger returned LSB first.
32-bit paid = [ paid 1]+ 256 * [ paid 2 ] + 65536¢ paid 3] + 16777216 * [ paid 4 ]
32-bit unpaid = [ unpaid 1 ] + 256 * [ unpaid 2 5536 * [ unpaid 3 ] + 16777216 * [ unpaid 4 ]

This command confirms the value of coins paid out the value of coins not paid
out after the last pay command. Coins paid mayebe than the requested value if a
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fault or error occurs, or the hoppers run out @frae. The event counter will
increment on completion of each new payout request.

3.129 Header 123 - Request activity reqgister

Transmitted data : <none>
Received data : [ activity register 1 ] [ activiggister 2 |

[ activity register 1 ]

BO: Singulator running

B1: Escalator / Conveyor running
B2: Processing money in

B3: Processing money out

B4: Fault detected

B5: Avalanche detected

B6: Changer initialising

B7: Entry flap open

[ activity register 2 ]

BO: Continuous rejects

B1: Hopper configuration change
B2: Reject divert active

B3: Exit cup full

B4: Non-fatal fault detected

B5: {Reserved}

B6: {Reserved}

B7: {Reserved}

This command reports the current activity statuthefChanger.

The Changer cannot accept system configuratioropathating commands until the
‘Changer initialising’ flag is cleared.

All hopper money is considered paid when the ‘Psstey money out’ flag clears. At
this point the pay cycle can be verified.
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3.130 Header 122 - Request error status

Transmitted data : <none>
Received data: [ device no. ][ fault code ]

[ device no. ]

1 - Hopper 1

2 - Hopper 2

3 - Hopper 3

4 - Hopper 4

5 - Hopper 5

6 - Hopper 6

7 - Hopper 7

8 - Hopper 8
100 - Coin Acceptor
250 - Cashbox
255 - System

[ fault code ]

1 - hopper empty ( requires refilling )

2 - hopper jam ( remove hopper shelf and clear)jam

3 - hopper fraud attempt ( alert security )

4 - hopper fault ( service callout)

101 - coin acceptor jam ( remove coin acceptorciear jam )
102 - coin acceptor fraud attempt ( alert secyrity

103 - coin acceptor fault ( service callout )

104 — coin acceptor to manifold opto fault ( cheoknector )
251 - cashbox full ( empty cashbox )

252 - cashbox missing ( insert cashbox )

255 - other

If there is no errorthen [0 ][ 0] is returned.

If [ 255 ] [ 255 ] is returned then there is a gahasystem fault which can be
diagnosed further with header 232, ‘Perform sedeth

Errors are reported in PRIORITY order. A devicehaatfault or jam is reported
before a lowest-value empty hopper.
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3.131 Header 121 - Purge hopper

Transmitted data : [ hopper no. ] [ count ]
Received data: ACK

[ hopper no. |

1 to max. no. of hoppers to pay change. Which oin which hopper can be
determined by the ‘Request hopper balance’ command.

255 - purge entire system

[ count ]
0 - purge hopper until empty
1 to 255 - purge hopper by this number of coins

This command can be used to completely empty afsggebopper. The hopper
motor is run until no coins are seen on the exib®p- at that point it is assumed the
hopper is empty. The low level sensor is ignored.

It is possible to purge a smaller number of comsising a non-zero count value.

If a hopper no. of 255 is sent then the entireesyss purged of coins, regardless of

count value. This will empty each hopper in turd atso purge all coins from the
singulator and escalator belts.

3.132 Header 120 - Modify hopper balance

Transmitted data : [ hopper no. ] [ count LSB pluot MSB |
Received data: ACK

This command can be used as part of the REFILLabjper to initialise the hopper
counters. Alternatively, hoppers can be refilleal thie coin acceptor — in this case the
counters will be updated automatically.

[ hopper no. |
1 to max. no. of hoppers to pay change. Which oin which hopper can be
determined by the ‘Request hopper balance’ command.

[ count ]
unsigned 16-bit integer

The count is the number of coins, not the coin@alu
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3.133 Header 119 - Request hopper balance

Transmitted data : [ hopper no. ]
Receiveddata: [coinID1][coinID2][cadid3][coinID4][coinID5]
[coin ID 6 ][ count LSB ] [count MSB |

[ hopper no. |
1 to max. no. of hoppers to pay change

[ coin ID ]

The name of the coin in standard ccTalk format @$025A.
<2-letter country code> <3-digit value> <1-letter i ssue code>

[ count ]
unsigned 16-bit integer

The count is the number of coins in the hoppertin@icoin value.

This command returns the name and number of coitisei specified hopper. Note
that this is an estimate of the number of coing8am counting coins in and out of
the hopper. The changer does not know if coingear®ved from the hopper bowl
manually or added independently of the coin acaepto

It is possible for the same coin to be in more thdpper when hoppers are

combined to increase capacity at the expense oftgpes. The configuration of the
changer allows for single coin sorting to multiplgppers.

3.134 Header 118 - Modify cashbox value

Transmitted data : [ value 1 ][ value 2 ] [ vaRi¢[ value 4 ]
Received data: ACK

4 bytes of data are sent, LSB first. These bytesbtoed represent a 32-bit unsigned
integer in the range 0 to 4,294,967,295. Thisnsoaetary value for the changer
currency.

32-bit value in decimal = [value 1]+ 256 * [ val2 ] + 65536 * [ value 3]+ 16777216 * [ valug 4

This command can be used to clear ( or presetyahe returned by the ‘Request
cashbox value’ command. If the cashbox is emptied this command can be used to
update the changer.
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3.135 Header 117 - Request cashbox value

Transmitted data : <none>
Received data: [value 1][value 2 ][ value[3/hlue 4 ]

4 bytes of data are returned, LSB first. Thesedgtenbined represent a 32-bit
unsigned integer in the range 0 to 4,294,967,28% i§ a monetary value for the
changer currency.

32-bit value in decimal = [value 1]+ 256 * [ val2 ] + 65536 * [ value 3]+ 16777216 * [ valug 4
This command returns the value of coins in the geanashbox. Note that this is an

estimate of the value based on counting coinshie.dhanger does not know if coins
are removed from the cashbox manually or addedoraidgently of the coin acceptor.

3.136 Header 116 - Modify real time clock

Transmitted data : [ value 1 — LSB ] [ value 2vg]lue 3] [ value 4 — MSB ]
Received data: ACK

This command sets a real-time clock using the UNP€e _t value which stores the
number of seconds since 01/01/1970 00:00:00, asyéedsigned integer.

3.137 Header 115 - Request real time clock

Transmitted data : <none>
Received data: [valuel-LSB][value?2][uaB][value4 - MSB ]

This command reads a real-time clock as a Uhié t value which stores the
number of seconds since 00:00:00 01/01/1970, dsy#e4 signed integer.

3.138 Header 114 - Request USB id

Transmitted data : <none>
Receiveddata: [VID-LSB][VID-MSB][PIDESB][PID-MSB ]

Some implementations of ccTalk run over USB onrual COM port. The USB port
enumerates according to the VID ( Vendor id ),P ( Product id ) and the USB
serial number string. This command provides the hmachine with the 16-bit word
values for VID & PID at an application level ratitban at a device driver level.
Obviously before any ccTalk commands can be setiet@eripheral it must already
have enumerated correctly with these codes anldegoare provided for convenience
only. The VID code is provided by the USB ImplenerstForum for peripheral
manufacturers littp://www.usb.org/homg The PID code should be unique to each
USB product from a given manufacturer.
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3.139 Header 113 - Switch baud rate

Transmitted data : [ baud rate operation ] [ baid code ]
Received data: ACK or NAK or [ baud rate code ]

[ baud rate operation ]

0 — request baud rate in use

1 — switch baud rate to new value

2 — request maximum baud rate supported
3 — request support for new baud rate

[ baud rate code ]

0 — 4800

1 - 9600 ( the ccTalk default )
2 —-19,200

3 -38,400

4 — 57,600
5-115,200

6 — 230,400

7 — 460,800

8 — 512,000

9 -921,600

10 — 1,000,000
18 — 1,843,200
20 - 2,000,000
30 - 3,000,000

The standard or default ccTalk baud rate for mirtip operation is 9600 baud. Some
ccTalk peripherals are produced with custom bateksrgeither faster or slower ) and
this should be documented clearly in the produatuah This command is used to
allow dynamic switching of baud rates on a ccTalk where supported. If there is
one ccTalk peripheral on the bus this is straightéwd to do. Where there are
multiple devices, the host must ensure Higperipherals are operating at the same
baud rate. In cases where the peripheral mix is indeterrmgitia¢n the host can also
use this command to find a maximum common baudbefiare switching to it.

3.139.1. Baud Rate Switching Examples

(a)
Transmitted data: [0][ 0]
Received data: [1]

The baud rate in use is requested ( the baud ediefeeld is ignored and is sent as
zero ). The return code is 1 = 9600 baud.

Note that this command is included for completermesbis somewhat redundant as
unless the host sends the command at the corredtrbte there would be no reply
anyway ! It may be useful if you do not know whaud rate code number represents
that baud rate though. You could also use it esnal$hake-verify after switching the
baud rate rather than a ‘Simple poll’.
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(b)
Transmitted data: [1][9]
Received data: ACK

The baud rate has been switched to code 9 = 921\&6 that the ACK must be
returned at the current baud rate before switctorthe new one to give the host time
to reconfigure its UART registers. If the requedtedid rate is not supported then the
peripheral should return a NAK.

(c)
Transmitted data: [2][ 0]
Received data: [10]

The maximum baud rate supported is requestedliahd rate code field is ignored
and is sent as zero ). The return code is 10 01000 baud.

(d)
Transmitted data : [ 3][10]
Received data: ACK

Support for a baud rate of code 10 = 1,000,008gsested. An ACK is returned if
this baud rate is supported, a NAK otherwiBeere is no actual change in baud
rate.

3.139.2. Baud Rate Switching Rules

When switching the baud rate with operation [ th¢, broadcast address can be used
to switch all the peripheral baud rates simultasgolll peripherals will reply with

an ACK at the current baud rate which is likelygenerate a host receive error as
there will be start bit timing differences but tleen be ignored and each peripheral
checked later for a successful switch.

A problem arises if a switch to a higher baud mt&luces intermittent or no
communication at all. The peripheral could everorethat it supports a baud rate of
1,000,000 but due to poor bus wiring, once switahedn no longer function. For
this reason there needs to be a method of resttirengefault baud rate of 9600.

3.139.3. Baud Rate Switching Recovery
The following methods are suggested but are nodatany. Refer to the product

manual for any recovery mechanisms that have baplemented.

3.139.3.1.Power Cycling

There should always be a power cycle recovery nmesimai.e. changes made to a
peripheral’s baud rate should never be made pembhaRemoving power to the
ccTalk bus should return all peripherals to theadkfbaud rate. However, cycling
power under host control is not always easy to do.
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3.139.3.2.Software Reset

A software reset should restore the default batedinethe same way as cycling the
power. By using the broadcast address all perifpdeea be reset simultaneously
without disconnecting the power supply. Howevesg geripheral is not
communicating properly at the switched baud raga tihis command is unlikely to
work and another recovery mechanism is needed.

3.139.3.3.Autonomous Recovery

If the peripheral receives excessive communicatioars on its own bus address (
framing errors, checksum errors... ) within a certaire window it could change its
own baud rate back to 9600. Also, if no valid comoh& seen from the host within
say 10s of a baud rate switch then the periphlld switch to the default. If the
host cannot communicate with a peripheral despienaber of retries it would
presumably retry at 9600 as part of the recoveoggss ( it could first send a
broadcast reset to switch all working peripheralskidto 9600 ).

3.139.3.4.Hardware Reset

If the ccTalk bus supports a hardware reset lsee(ccTalk connectors type 5 & 8)
then the host can pull this line low to reset allipherals to the default baud rate.

3.139.3.5.Data Line Recovery

The host could pull the data line low for a certaimgth of time ( a UART breaking
condition ) and those peripherals which could det@s condition could switch back
to the default baud rate. If the host switches Baud and sends out a 0x00
character then a pulse 15ms long is produced odatzeline. A 10ms pulse could
trigger a peripheral reset.
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3.140 Header 112 - Read encrypted events

Transmitted data : [ challenge 1 ]

Received data: [ CRC checksum LSB ][ random &vdnt counter ]
[ result 1A ] [result 1B ]
[ result 2A ] [ result 2B ]
[ challenge 1]

[ random 2 ]

[ result 3A ][ result 3B ]
[result 4A ] [result 4B ]
[ result 5A ][ result 5B ]
[ CRC checksum MSB |

The command description hereisa brief outline. For full implementation details
with worked examples please contact Crane Payment Solutions - Money Controls.
The appropriate documentation will be sent out to you.

The 2 blocks of return data are DES-encrypted byptiripheral. The host machine
decrypts them with the current DES key and confitinesvalidity of the challenge
byte and CRC checksum.

This command can be used on both coin acceptorbiimdlidators when an
encrypted response is required. It replaces he&tferRead buffered credit or error
codes’ and header 159, ‘Read buffered bill events’.

[ challenge 1]

1 byte of random challenge data is generated biidse This helps prevent replay
attacks where the DES key is still secret but resps are stored and injected onto the
bus later.

[ random N ]
2 bytes of random data generated by the peripkeeralx up the plaintext.

[ CRC]

A 16-bit CRC checksum is calculated for the recgigiata. This is the same
checksum algorithm as the protocol layer and pes/@ quick and easy hashing
algorithm to verify the decryption.

The checksum is calculated on 14 bytes from [ remdd to [ result 5B ].

[ event counter ]
The event counter works in the same way as he&@®rRead buffered credit or
error codes’ or header 159, ‘Read buffered bilinés’e

[ result N ]

The event buffer works in the same way as head®r‘BR2ad buffered credit or error
codes’ or header 159, ‘Read buffered bill everitbe result buffer contains a running
history of the last 5 event codes; each code caimgr2 bytes.
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3.141 Header 111 - Request encryption support

Transmitted data: [ 170][85][0][0][8%170]

Received data: [ protocol level ] [ command lgvel
[ protocol key size |
[ command key size ] [ command block size ]
[ trusted mode ]
[ BNV2 | BNV1][BNV4 | BNV3 ][ BNV6 | BNV5]
[ DES1][DES2][DES3][DES4 ]
[DES5][DES6] [ DES7 ][ DES8]

The command description hereisa brief outline. For full implementation details
with worked examples please contact Crane Payment Solutions - Money Controls.
The appropriate documentation will be sent out to you.

This command always works unencrypted even if mattevel encryption is in
place. Therefore a host machine can always idetitéytype of encryption being used
by a peripheral.

Protocol level encryption is used at the packetllew every single message between
the host machine and peripheral. Command levelyption is used to protect the data
payload of selected commands only and these vdhyttwe type of peripheral..

[ protocol level ]
0 — no encryption
1 — ccTalk Serial Protocol Encryption Standard 1.2

[ command level ]

0 — no encryption

11 — Serial Hopper Encryption Standard CMF1-1 ( 3CH encryption )
12 — Serial Hopper Encryption Standard CMF1-2 ( SCH encryption )
13 — Serial Hopper Encryption Standard CMF1-3 ( SEHM3 encryption )
21 — Serial Hopper Encryption Standard CMF2-1 ( Goamcryption )
101 — DES Encryption

102 — AES Encryption ( future support only )

103 — Triple DES Encryption ( future support only )

Refer to the product manual for a list of which eoamds are encrypted and how
exactly this is done.

[ protocol key size |
24

The ccTalk encryption algorithm uses a 6 digit keyred in 3 bytes, equivalent to 24
bits ( the actual bit range is a lot less than }his
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[ command key size ]
0 — 256 bits or unused
64

128

192

Note that although DES will report a 64 bit keylyoB6 bits are used in the
encryption algorithm. Traditionally 8 bits are udedparity checking.

[ command block size ]
0 — unused

64

128

DES uses a block size of 64 bits.
[ trusted mode ]
0 — normal operating mode

255 — trusted key exchange mode

In trusted key exchange mode, the values of the keys follow; otherwisero bytesare
returned.

Entering this mode requires a physical link or gglgént on the product i.e. it cannot
be entered remotely through the ccTalk bus for @mlwisecurity reasons.

[ BNV ]

3 bytes for the ccTalk encryption algorithm keywhs used originally on banknote
validators, hence ‘BNV’ key.

These bytes can be cleared to zero if there igotoql level encryption support.

[ DES ]
8 bytes for the DES key.
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3.142 Header 110 - Switch encryption key

Transmitted data: [old1l][newl1l][old2h¢w2][old3][new3][old4][new4]
[old5][new5][old6][new6][old 7[[new 7][old 8 ][ new 8]
Received data : ACK

The command description hereisa brief outline. For full implementation details
with worked examples please contact Crane Payment Solutions - Money Controls.
The appropriate documentation will be sent out to you.

When command level encryption such as DES is besegl, this command can rotate
the DES key to a new value. The old key and the keynare encrypted with the
current key ( = old key ) and sent to the periphirastoring. If the old key does not
match the current key then there is no response.

Key verification can be done by making the new &gyal the old key. The peripheral
does not store any data but returns an ACK if #ei& correct. This allows the host
machine to confirm a key when a new peripheratssalled prior to it actual use
which may be many hours later.

The 2 blocks of transmitted data are DES-encryptethe host machine. The
peripheral decrypts the 2 blocks. For performaeesons and lifetime issues with
EEPROM storage in the peripheral it is suggestatlttie host machine changes the
DES key no frequently than once every 8 hours aetembly every 24 hours.

3.143 Header 109 - Request encrypted hopper status

Transmitted data : [ challenge 1 ] [ challengg 2hallenge 3 ]

Received data: [ CRC checksum LSB ][ challeng¢ dvent counter |
[ payout coins remaining ] [ last payout : coirsdo]
[ last payout : coins unpaid ] [ random 1 ]
[ challenge 2 ]

[ challenge 3]

[ hopper status register 1 ] [ hopper status teg ]
[ hopper status register 3 ] [ level status ]

[ random 2 ] [ random 3 ]

[ CRC checksum MSB |

The command description hereisa brief outline. For full implementation details
with worked examples please contact Crane Payment Solutions - Money Controls.
The appropriate documentation will be sent out to you.

The 2 blocks of return data are DES-encrypted byptiripheral. The host machine
decrypts them with the current DES key and confitinesvalidity of the 3 challenge
bytes and CRC checksum.
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[ challenge N |

3 bytes of random challenge data are generateleblydst. This helps prevent replay
attacks where the DES key is still secret but resps are stored and injected onto the
bus later.

[ random N ]
3 bytes of random data generated by the peripkeeralx up the plaintext.

[CRC]

A 16-bit CRC checksum is calculated for the recetigtata. This is the same
checksum algorithm as the protocol layer and pes/@ quick and easy hashing
algorithm to verify the decryption.

The checksum is calculated on 14 bytes from [ engk 1 ] to [ random 3 ].

[ event counter ] [ payout coins remaining |
[ last payout : coins paid ] [ last payout : coumgpaid |

This is the same data as returned by header 1&§u@st hopper status’.

[ hopper status register 1 ] [ hopper status regBf [ hopper status register 3 |
This is the same data as returned by header 168t hibpper’.

[ level status ]

This is the same data as returned by header 2&@uést payout high / low status’.

3.144 Header 108 - Request encrypted monetary id

Transmitted data : [ position ] [ challenge 1 ]
Received data: [ CRC checksum LSB ][ position ]
[C1][C2][C3][SF][DP]
[ challenge 1]

[ random 1]
[VI][V2][V3][V4]
[IL][IN]

[ CRC checksum MSB |

The command description hereisa brief outline. For full implementation details
with worked examples please contact Crane Payment Solutions - Money Controls.
The appropriate documentation will be sent out to you.

The 2 blocks of return data are DES-encrypted byptiripheral. The host machine
decrypts them with the current DES key and confitinesvalidity of the position byte,
challenge byte and CRC checksum.

This command can be used on both coin acceptorbiimdlidators when an
encrypted response is required. It replaces helferRequest coin id’, header 157,
‘Request bill id" and header 156, ‘Request coustrgling factor’.
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[ challenge 1]

1 byte of random challenge data is generated biadlse This helps prevent replay
attacks where the DES key is still secret but resps are stored and injected onto the
bus later.

[ random 1]
1 byte of random data generated by the periphenalix up the plaintext.

[CRC]

A 16-bit CRC checksum is calculated for the receigiata. This is the same
checksum algorithm as the protocol layer and pes/@ quick and easy hashing
algorithm to verify the decryption.

The checksum is calculated on 14 bytes from [ mositto [ IN ].
[ position ]
This is the position or index of the coin or bilitkvn the currency specification. It

always start from 1 and is typically in the rang® 1.6 or 1 to 64.

[C1][C2][C3]
This is the country or currency code in ASCII.

2 formats are supported...

ISO 3166-1-A2 country code and ISO 4217 currenaedonot ISO 3166-1-A3).
ISO 3166 requires 2 letters, 1ISO 4217 requirest8rke

If ISO 3166 is being used then the first charattet ] is ‘#'.

ISO 3166 is still the default and recommended agdiystem for all ccTalk
peripherals.

[ SF]
Scaling Factor.
This is a number between 0 and 255.

This is the scaling factor for this monetary itampowers of 10, relative to the base or
minor currency unit e.g. cents or pence.

The common values are 0, 1, 2, 3 and 4.

O=valuex1
1 =value x 10
2 =value x 100

3 =value x 1000
4 = value x 10,000
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[ DP]

Decimal Places.

This is a number between 0 and 255.
The common values are 0 and 2.

A value of 100 with no decimal places would be thigpd as 100 and with 2 decimal
places as 1.00

The DP field is used primarily for the machine dispof bill insertion values.

[V1][V2][V3][V4]
Value in ASCII

e.g. 0000 to 9999
By ccTalk convention, coin acceptors report vaine3 digits and bill validators in 4

digits. However, using this encrypted command alligs are reported in 4 digits with
a leading zero digit if necessary.

[IL]

Issue Level in ASCII
This is a letter between ‘A’ and ‘Z'.

[IN]
Issue Number in ASCII

This is a number between ‘1’ and ‘9'.
The standard issue number progression is Al tondlttzen A2 to Z2 etc.

If there is no programmed bill at the specifiedipos then a blank field designator

should be returned.
CCC =... (ASCII code 046 decimal )

VVVV = ..
IL =.

IN =.
SF =0
DP =0
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3.145 Header 107 - Operate escrow

Transmitted data : [ divert mode |
Received data: ACK or NAK

[ divert mode ]

0 — accept coins

1 — return coins

The escrow returns an ACK on receipt of the commniaridhe activation time may
take several seconds. The host should poll thewsstiatus to find out where it is up
to in the operating cycle.

A NAK is returned if the escrow is in a fault cotidn.

3.146 Header 106 - Request escrow status

Transmitted data : <none>
Received data: [ operating status | [ level stafusult code ]

[ operating status ]
0 —idle

1 — operating

2 — fault condition

[ level status ]
0 — escrow empty ( or not full ).
255 — escrow full

The escrow will be empty after an accept or reammmand. If the escrow contains
just a high level sensor then it will either repioitt or not full.

An escrow with a coin counting function can retuatues between 0 and 255 to
indicate the proportionate fill level.

[ fault code ]
0 — no fault
10 — failure to open accept flap or reach accegpitipn
11 — starting from home position
12 — starting from unknown position
20 — failure to close accept flap or reach homaetipns
21 — after successful accept operation
22 — after failed accept operation
23 — starting from unknown position
30 — failure to open return flap or reach retursifion
31 — starting from home position
32 — starting from unknown position
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40 — failure to close return flap or reach hometpos
41 — after successful return operation
42 — after failed return operation
43 — starting from unknown position
100 — supply under-voltage condition
101 — supply over-voltage condition
200 - fraudulent manipulation detected
250 — over-current / jammed ( no movement in eithiection possible )
255 — other fault condition

The 1x, 2x, 3x and 4x sub-codes are availableribaaced diagnostics when the
escrow stores the previous flap or bucket position.

The recommended polling interval for requesting@scstatus is 200ms.

3.147 Header 105 - Data stream

Transmitted data : <variable>
Received data: <variable>

This command provides a way of reading data strdeonsan attached peripheral
and sending data streams to it. Using the starmArdlk packet structure this equates
to a general block transfer protocol and can bd tseead audit data logs or even
program firmware.

Contact Crane Payment Solutions - Money Contraishfe latest documentation.

3.148 Header 104 - Request service status

Transmitted data : [ mode ]
Received data: [ service status ] or ACK

[ mode |
0 - report service status
1 - clear service status ( the product has beeficser)

[ service status |

0 - none, device operating normally

1 - servicing recommended

2 - servicing overdue, now operating with reducedgrmance

When clearing the service status, the periphellshreply with an ACK.

Servicing for many peripherals is just cleaningslaswn in the service manual.
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3.149 Header 4 - Request comms revision

Transmitted data : <none>
Received data: [release ] [ major revision | patirevision ]

This command requests the ccTalk release numbethandajor / minor revision
numbers of the comms specification. This is reguhisely to the main software
revision number for the product which can be oladiwith a 'Request software
revision' command.

The revision numbers should tie up with those atttip of this specification
document.

The ccTalk release number is used to track chaogie serial comms library in that
particular product.

For example, the first release of a product confiogno the specification document
atissue 4.6 shouldreturn[1][4][6]

3.150 Header 3 - Clear comms status variables

Transmitted data : <none>
Received data: ACK

This command clears the comms status variables(lative single byte event
counters ). See 'Request comms status variableshaad for more details.

3.151 Header 2 - Request comms status variables

Transmitted data : <none>
Received data: [ rx timeouts ] [ rx bytes ignof¢ax bad checksums ]

There are 3 cumulative single byte event countére {alue 255 wraps around to 0)
that can be requested with this command. For theetdebe useful, the counters
should be cleared first with the 'Clear comms staariables' command.

[ rx timeouts ] - cumulative event counter

This is the number of times the slave device masdiout on receiving data. This
should be zero for a good communication link amdraectly implemented
communication algorithm. The slave device shouldht@nd ignore incorrectly
addressed messages and unrecognised headers witlagtout. It should also
handle the MDCES commands without registering @dimt. Since the length of all
messages is contained within the message struatuseknown in advance then this
should not be a problem.

[ rx bytes ignored ] - cumulative event counter

If a long message is sent to the slave devicealhof which can be stored in the
receive buffer, then the number of bytes lost dealdto this counter. Note that the
slave device should still be able to calculatedinecksum of a correctly addressed
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message even if some of the receive data is nadstblowever if the encryption
layer is used the entire receive data will neeoetatored.

This counter provides a mechanism for host softw@determine the size of the
slave receive buffer. A special ‘Simple poll’ conmdacan be sent padded out with
255 bytes of dummy data. The size of the receifiebe 260 - [ rx bytes ignored ]
assuming that the ‘bytes ignored’ is non-zero drad the slave device stores the
entire message packet.

[ rx bad checksums ] - cumulative event counter

This counter is incremented each time a receivesaggsis discovered with an
incorrect checksurand a valid slave addressThis variable can be monitored for
signs of a noisy communication link.

A host machine could make use of this command &duete the amount of electrical
noise on the serial bus. It could check these bbasaevery hour for instance.

3.152 Header 1 - Reset device

Transmitted data : <none>
Received data: ACK

This command forcessaft reset in the slave device. It is up to the slaavad what
action is taken on receipt of this command and hdreiny internal house-keeping is
done. The action may range from a jump to the nesebr to a forced physical reset
of the processor and peripheral devices. This caminsworth trying before a hard
reset ( or power-down where there is no reset @rpgrformed.

The slave device should return an ACK immediately por to resetting and allow
enough time for the message to be sent back in full

The host device should wait an appropriate amountfdime after issuing a ‘Reset
device’ command before sending the next command. Re to the product
manual for the reset initialisation time.
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